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We protect and trace 140 Billion
valuable goods and data Banknotes

secured annually in
over 160
countries.

Leading provider of SHIVERCAL vier)en 80+
Proofs of Provenance, Billion
Integrity,
Authentication and Products marked
Presence and traced
annually

A long-trusted

advisor

to governments, central
banks, high security
printers and industry



SICPA’s SSI initiative so far

Digital credential platform (Edison)

« A standards-based, interoperable building block for verifiable data to increase assurance and trust
of information exchanged between parties in a peer-to-peer and privacy-preserving way.

Comprising :
1. Asystem to issue, manage and verify decentralized identifiers and portable verifiable data

2. A secure communications protocol to exchange information (DIDcomm)
3. An extensible verification toolkit for online and offline use

Powered by ACA-py
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SICPA contributions to ACA-Py

« JSON-LD verifiable credentials
 DID resolver interface and plugins
« Contribution to Mediator

* Multi-tenant agency

« Kafka for async messaging
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JSON-LD Verifiable Credentials

@a Homqlal‘ld
W Security

* Implemented as part of the DHS SVIP |
program by SICPA DHS S&T Silicon Valley Innovation Program (SVIP)

* Created an initial component (PoC) that
was further evolved by BCGov / Animo
and included in ACA-Py

jsonld Sign and verify json-Id data

\ POST /jsonld/sign Sign a JSON-LD structure and return it

{ POST /jsonld/verify Verify a JSON-LD structure.
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Motivation

* DIDs are everywhere: the number of DID

methods is consta
want be locked-in
method.

ntly growing, also we don’t
to any single DID

* We want to leverage in ACA-Py the addition
of JSON-LD credentials (plain and BBS+)

* https://github.com/hyperledger/aries-

rfcs/tree/main/feat

ures/0124-did-resolution-

protocol
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13. DID Methods
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https://github.com/hyperledger/aries-rfcs/tree/main/features/0124-did-resolution-protocol

High level architecture

Universal resolver

Resolver agent

A

aca-py

Http Remote
Client resolver

DID COMM Remote
requester resolver

Native resolver 1

Native resolver 2

DID resolver interface
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Universal Resolver DIDComm Agent

btcr indy ion

N R T
t 1 1

universalresolver/

driver-did-{indy,btcr,v1,web}

universalresolver/
uni-resolver-web

https://dev.uniresolver.io/

HTTP GET
(see W3C CCG
DID Resolution Spec)

universalresolver/
universal-resolver-didcomm

http://didcomm.uniresolver.io:8180/

]
1
I ; HYPERLEDGER
Public DID
: implicit invitation | N DY
]
: ACA-Py
, or pthgr
, universal-vdr application
1
1
]
]
1
1
1
|
1
. DIDComm
: (see Aries RFC 0124)
.
1
]
ACA-Py ACA-Py
- *| universalresolver/ -
: DIDComm universal-resolver-didcomm-demo
" (see Aries RFC 0124)
. http://localhost: 4000/
]
1
]
: Out-of-Band

connection invitation

resolve_did.py

USER



https://github.com/danubetech/universal-resolver-didcomm

Method Resolvers

« (Built-in) did:sov - For backwards compatibility.

(Soon to be built-in) did:key - Introduced with BBS+ work by Animo.
did:github - Fully functional example resolver plugin.

did:web - Recent did:web resolver implementation from Bosch Research.
Universal Resolver - Resolve through Universal Resolver over HTTP.
DIDComm Resolver - DID Resolution via remote resolver over DIDComm.
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https://github.com/dbluhm/acapy-resolver-github
https://github.com/BoschDigitalSolutions/acapy-resolver-web
https://github.com/sicpa-dlab/aries-acapy-plugin-http-uniresolver
https://github.com/sicpa-dlab/aries-acapy-plugin-didcomm-resolver

Resources

https://hackmd.io/@dbluhm/uniresolver-acapy

https://qgithub.com/hyperledger/aries-rfcs/blob/master/features/0124-did-resolution-
protocol/README.md

https://qgithub.com/sicpa-dlab/aries-acapy-plugin-didcomm-resolver

https://qithub.com/sicpa-dlab/aries-acapy-plugin-http-uniresolver



https://hackmd.io/@dbluhm/uniresolver-acapy
https://github.com/hyperledger/aries-rfcs/blob/master/features/0124-did-resolution-protocol/README.md
https://github.com/sicpa-dlab/aries-acapy-plugin-didcomm-resolver
https://github.com/sicpa-dlab/aries-acapy-plugin-http-uniresolver
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ACA-py Multitenancy

« Multi-tenancy in ACA-Py allows multiple tenants
to use the same ACA-Py instance with a
different context. All tenants get their own
encrypted wallet that only holds their own data.

Multi-tenant ACA-Py Instance

Inbound Base Wallet

[ » Transport g Relay ] 1
Alice Bob
External Agent Tenant Tenant

[ Outbound J J

Transport
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Implementation of Mediator

* A service that hosts many cloud agents at a
single endpoint to provide herd privacy (an
"agency") is a mediator.

 Aries RFC 0211 -
https://qithub.com/hyperledger/aries-
rfcs/tree/main/features/0211-route-coordination

— A protocol to coordinate mediation
configuration between a mediating agent
(base wallet) and the recipient.

© Year, SICPA HOLDING SA, Switzerland | CONFIDENTIALITY
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0211: Mediator Coordination Protocol

¢ Authors: Sam Curren, Daniel Bluhm, Adam Burdett

¢ Status: ACCEPTED

« Since: 2021-03-15

« Status Note: Discussed and implemented and part of AIP 2.0.
« Start Date: 2019-09-03

« Tags: feature, protocol, test-anomaly

Summary

A protocol to coordinate mediation configuration between a mediating agent and the recipient.
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https://github.com/hyperledger/aries-rfcs/tree/main/features/0211-route-coordination

Multi-tenant Agency
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Agency
API| Gateway Mediator
API Controller Controller

Persistance

Persistance

Multi-tenancy Agent

Controller

aca-py

Persitance
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ACA-Py Kafka Events

* In order to scale processing of ACA-Py events without the use of a “middleman” webhook listener,
we want to push ACA-Py events directly to a Kafka Queue.

 Why Kafka?

- Message system (Transport):
- High performance
- Native data partition
- Replication
- Fault tolerant

— Activity tracer (Analytics, Monitoring & Security)
- Rebuild an activity tracking pipeline
— Operational surveillance
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ACA-Py with Kafka

Rest

JX-STAGING

Rest

API
Gateway

Http

keycloak

. Database

Outbound Queue

A

aca-py
Mediator

. Database

hooks dispatcher ( ; )

ow Consumer

Edison Hooks

credential - api

. Database

Rest

Inbound Queue

agent-aca-py MultiTenancy P

. Database

Aca-PY Hookrs Queue

Aca-PY Hook's Queue

KAFKA

hooks Processor

w Consumer

Edison Hooks
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Edison — A key building block to digitally enable trust

Layer 4
Applications
3rd party implementations

Edison is an engine for the digital issuance,

It is built on global open standards that ensure
interoperability, combined with specific business
logic based on SICPA’s experience in the field of
authentication.
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management and verification of verifiable credentials.
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Edison features

* Issue, verify, revoke, and manage verifiable
credentials

« Multi-tenant agency (ISP for identity)

* Provide features via APls
 Build it for scale, with enterprise grade
architecture, to be deployed on-premise
| DiDcomm |

 Built it on ledger-agnostic, open standards and DIDcomm

opensource technology (Aries) Multi-tenant _—
* Aries Interop Profile (formal tests passed by SR AP

several vendors)

« DIDcomm can enable building bridges with other
verticals

)
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L\ Thank you
for your attention



