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Background

Digital ID 1s foundational

One of UNs Sustailinable development Goals
850 Million worldwide have no Identity
ITdentity Life Cycle

Reglstration

Issuance

Use

Management
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Background

Digital ID i1s foundational. 12.7 $YOY increase
Digital Transactions SDG 16.9

a.

b.

By 2030, provide legal i1dentity for all,
including birth registration.

Direct or Indirect enabler of many sustainatk
development goals (SDGs), 1ncluding access t
finance, gender equality and empowerment, ar
migration and labour market opportunities.
Lack of ID 1s a threat, political threats,
threats to refugees, weaponization
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Decentralized ID

Holder

> Manages credentials, uses them to
create presentations of proof for verifiers

®
Issue Present

S
Write Read
Issuer

-
Digitally signs attestations; packages ~————— . —> é\\

and gives credentials to holder

Verifier

Requests proof; verifies that issuer
attestations satisfy requirements

Verifiable data registery



Challenges of Decentralized ID

1. Standards are still i1n Development

a. W3C VC a common base data model for VCs;

b. Lacking definitions on how to 1ssue, exchanc
prove ownership of a VC. Nor does 1t define
protocols that connect issuers, holders and
verifiers

c. Work i1s ongoing (as we know) 1n DiF, Aries,
OIDF, OpenlID4VC, ARF (eIDAS)
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Risks of Decentralized ID

Political Risk

Data Exploitation
Technical Risks

Risks of Marginalization
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Barriers to Adoption of Decentralized
ID

1. Immaturity of Technology
2. User Experilence 1s still developilng
3. Policy Barriers
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Technical Recommendations for Adoption

Invest 1n technology

Invest 1n Standards Development
Multi ecosystem approach

Share Lessons

Private sector Talent Development
Collaborate (with designers)
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Policy Recommendations for Adoption

Review existing policy

Alter Policy to achieve same goals

Develop enabling Regulation

Improve PET

Interoperability & Data Portability

Design Transitional Mechanisms (specilal reg uni
Future Forward Mechanisms

Invest in Public Policy

High Assurance credentials

Governance Frameworks

O W o J o O dx W DN

|_\

©& 2023 ;“,t(a 1
-



o N

Personal Comments

Why this is influential?

Technological methods for implementation
Technological capability for implementation
Participate 1n the multiple venues
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