
Aries  Framework  JavaScript
WG  Ca l l  -  June  1s t  2023



Agenda
Upda te  on  JWT  VCs ,  ex tended  c r yp to  suppor t  and  Open I D4VC
A FJ  0.4 .0  Re lease
Mak ing  i t  eas i e r  for  peop le  to  ge t  s ta r ted  w i th  A FJ
Re th ink ing  the  S to rage  Laye r



Update  on  JWT  VCs , extended  crypto  support  and  Open ID4VC

Added  suppor t  for  JWT  VCs  in  the  W3cCredentialService  and
W3cCredentialRecord

Integ ra tes  w i th  the  JWS  se r v i ce  and  thus  suppor ts  any  JWA  A lgor i thm  A FJ  and
the  wa l le t  the  wa l le t  suppor ts .  Cur rent l y  ES256  and  EdDSA  a re  ma in ly
suppor ted ,  but  add ing  more  is  rea l l y  easy  i f  the  c r yp to  is  suppor ted





did:jwk

Added  did:jwk  reso lve r  and  reg is t ra r
Encode  a  J S O N  Web  Key  (JWK )  into  a  d id  document
spec
implementa t ion

https://github.com/quartzjer/did-jwk/blob/main/spec.md
https://github.com/hyperledger/aries-framework-javascript/tree/bd4932d34f7314a6d49097b6460c7570e1ebc7a8/packages/core/src/modules/dids/methods/jwk


OpenID for Verifiable Credentials

Ex tended  O I D4VC I  suppor t  to  a l so  suppor t  JWT  c redent i a l s  and  more  c r yp to
types  (was  bound  to  EdD S A /Ed25519S i gna tu re2018  before )
Integ ra tes  w i th  JWS  se r v i ce  and  S i gna tu re  su i te  reg is t r y,  so  automa t i ca l l y
suppor ts  wha t  A FJ  and  the  wa l le t  suppor ts
S t i l l  on ly  suppor ts  rece iv ing  c redent i a l s ,  not  issu ing  them .
No  suppor t  for  AnonC reds  c redent i a l s .
Integ ra tes  w i th  the  d id  reso lve r / reg is t ra r  so  can  be  used  w i th  any  d id  me thod



Requesting a credential





SIOPv2  and  Open ID4VP

Cur rent l y  work ing  on  S I O Pv2  and  Open I D4VP
A l l ows  to  sha re /prove  c redent i a l s  based  on  D I F  P resenta t ion  Exchange  (v1 )
Open I D4VP  Spec
S I O Pv2  Spec
R P  sends  author iza t ion  reques t  to  Se l f  Issued  Open I D  P rov i de r  (S I O P ) ,  wa l le t
responds  w i th  a  VP  based  on  D I F  P resenta t ion  De f in i t ion
More  upda tes  soon

https://openid.net/specs/openid-4-verifiable-presentations-1_0.html
https://openid.net/specs/openid-connect-self-issued-v2-1_0.html


AFJ 0.4.0  Release
When  is  i t  go ing  to  happen?



Now!



AFJ 0.4.0  Re lease

0.1 .0  re lease  o f  sha red  components  made  today
A f te r  tha t ,  A FJ  0.4 .0  w i l l  be  re leased
Documenta t ion  w i l l  be  sw i tched  to  make  0.4 .0  the  cur rent  ve r s ion
S t i l l  th ings  to  do ,  but  we ' l l  make  inc rementa l  pa tch  re leases



Notes  about  0.4.0

Expe r imenta l  fea tu res  a re  not  cove red  by  semve r ,  and  thus  may  expe r i ence  b reak ing
changes  before  0.5 .0

Implement ing  your  own  AnonCredsRegistry  and  AnonC reds  se r v i ce
implementa t ion .  Us ing  the  defau l t  implementa t ions  ( Indy  S D K ,  AnonC reds  R S )  is
f ine .
Sha red  component  l i b ra r i es  (A r i es  Aska r ,  Indy  VD R ,  AnonC reds  R S )
Open I D4VC  C l i ent ,  and  JWT  VCs
Mu l t i- tenancy  -  Upda te  Ass is tant  N OT  integ ra ted  ye t  w i th  tenants  modu le



Notes  about  0.4.0

Indy  S D K  to  Aska r  M i g ra t ion  sc r ipts  has  l im i ta t ions

Ma in ly  focused  on  ho lde r /ve r i f i e r  ro le  m i g ra t ion  in  Reac t  Na t ive
Issue r  records  a re  not  m i g ra ted
Mu l t i- tenancy  N OT  suppor ted



Making  it  easier  for  people  to  get  started
with  AFJ



Now  tha t  0.4 .0  is  re leased  we  shou ld  make  documenta t ion  and  ease  o f  use  ma in
pr ior i t y
S impl i fy  usage  o f  demo  (docke r  se tup )
Add  documenta t ion  for  m iss ing  pa r t s

Sha r ing  P roo fs
Open I D4VC
D I D  Modu le
??



Rethinking  Storage  in  Ar ies  Framework  JavaScr ipt

By  defau l t  A FJ  has  used  Indy  S D K  as  the  s to rage  laye r
Recent l y  added  suppor t  for  A r i es  Aska r
Both  l i b ra r i es  have  the  same  mode l  for  s to rage :

S to re  enc r yp ted  b l ob  o f  da ta  by  ca tegor y  and  i d
Add  tags  (a l so  enc r yp ted )  to  be  ab le  to  que r y  records
Suppor ts  unenc r yp ted  tags  to  be  ab le  to  do  advanced  que r i es
g rea te r  than ,  less  than ,  e tc . .



L im itat ions

Enc r yp ted  b l ob  o f  da ta  makes  i t  ha rd  to  work  w i th  concur rent  processes
mod i fy ing  the  same  da ta

Inc rement ing  counte r s  ( for  AnonC reds  revoca t ion )
Se lec t ive l y  upda t ing  va l ues  ( ins tead  o f  ove rwr i t ing  the  who le  record )
Aska r  suppor ts  l ock ing  wh ich  he l ps .  Not  integ ra ted  in  A FJ  ye t



L im itat ions

Cus tom  enc r yp t ion  laye r ,  wh i le  the re 's  a l ready  da tabases  out  the re  tha t  have
so lved  th is  prob lem
A re  we  re- implement ing  the  whee l?
M i g ra t ion  o f  records  is  ha rd .  A l l  records  need  to  be  re t r i eved ,  dec r yp ted ,
upda ted  and  re-enc r yp ted  and  s to red  aga in .



L im itat ions

No  good  way  to  do  so r t ing  and  pag ina t ion
Sor t ing  requ i res  a l l  da ta  to  be  re t r i eved  and  dec r yp ted  (can  use  unenc r yp ted
tags ,  but  you  need  to  know  beforehand  exac t l y  wha t  you ' re  go ing  to  so r t  on )
Pag ina t ion  is  suppor ted  based  on  o f fse t  and  l im i t ,  but  no  good  way  to  hand le
w i th  changes  in  the  da tase t  tha t  you ' re  que r y ing  (curso rs ,  e tc . . )
h t tps : / /g i thub .com /hype r ledge r / indy-sdk / issues /2431

https://github.com/hyperledger/indy-sdk/issues/2431


Thinking  of  other  solut ions

Can  we  use  a  'norma l '  da tabase ,  and  opt iona l l y  leve rage  the  na t ive  enc r yp t ion
fea tu res  a  da tabase  prov i des?

S Q L i te  Enc r yp t ion  Ex tens ion
C l oud  prov i de r s  o f ten  have  enc r yp t ion  o f  da ta  by  defau l t

Benefits

Use  a l l  the  fea tu res  a  norma l  da tabase  has  to  prov i de
Be t te r  m i g ra t ion
Norma l iza t ion  o f  da ta
Sor t ing ,  L I K E  f i l te r ing ,  be t te r  pag ina t ion  (curso rs )
P robab l y  be t te r  pe r formance ,  as  bu i ld ing  on  top  o f  a  da tabase  tha t 's  opt im ized
to  be  fas t .

C l oud  S Q L  cus tome r  da ta  is  enc r yp ted  when  s to red  in  da tabase  tab les ,
tempora r y  f i les ,  and  backups .  Ex te rna l  connec t ions  can  be  enc r yp ted
by  us ing  S S L ,  or  by  us ing  the  C l oud  S Q L  Auth  proxy.

https://www.sqlite.org/see/doc/trunk/www/readme.wiki


Rethinking  the  Storage  Mode l

A FJs  cur rent  record  and  s to rage  mode l  is  not  des i gned  for  th is .
How  wou ld  we  def ine  the  da tabase  s t ruc tu re  for  records?

Idea l l y  in  a  way  tha t  suppor ts  mul t ip le  backends
O R M
Ve ramo  uses  TypeO R M
De f ine  c lasses  for  your  da ta  mode l  (same  as  now )
Usua l l y  prov i des  a  m i g ra t ion  inte r face

Doma in  spec i f i c  language
E .g .  P r isma

Mos t l y  agnos t i c  o f  da tabase ,  but  not  rea l l y
bu i l t  in  m i g ra t ions
No  need  for  c lasses ,  t ypes  a re  gene ra ted

Que r y  bu i lde r
Can  abs t rac t  language  spec i f i c  fea tu res
Need  to  def ine  mode l s  for  in  TS  ourse l ves?
E .g .  Knex

https://typeorm.io/
https://github.com/uport-project/veramo/blob/next/packages/data-store/src/entities/credential.ts#L31
https://github.com/uport-project/veramo/blob/next/packages/data-store/src/migrations/3.createPrivateKeyStorage.ts
https://www.prisma.io/
https://knexjs.org/


Thoughts?



Next  week

A r i e l  w i l l  present  on  the  new  Wa l le t  A P I
Any  othe r  top i cs  peop le  wou ld  l i ke  to  d iscuss?


