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What is a Blockchain system?
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The PoW Blockchain workflow
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What is Proof of Work?
/ Election lottery based “Nakamoto” consensus \

Puzzles that need more work to solve than to verify.

2256 Total Possible Block Solutions

m Valid Solutions

® Invalid Solutions

Non-precomputable

Agreement on the amount of Computing power in the network

Varying difficulty levels SHA_256(Block Header) < Target

\40 zeros ~ 240 = 1 trillion trials for one solution /

_________________________________________________________________________________________________________________________________________________________________________
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[ PoW makes block generation a random process ]




PoW Block Structure
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lllustrative block diagram for internal block structure
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Forks and their effect on Chain Stability

Alice’s view of the blockchain

Absolute view of the blockchain

Bharat

5 B B B

Bharat’s view of the blockchain

J. Bonneau, A. Miller, J. Clark, A. Narayanan, J. A. Kroll, and E. W. Felten, “Sok: Research perspectives and challenges for bitcoin and cryptocurrencies,” in Security and Privacy (SP), 2015 IEEE
symposium on. IEEE, 2015, pp. 104-121.



Chain Stability continued

2 N B B

Chandru

Absolute view of the blockchain

J. Bonneau, A. Miller, J. Clark, A. Narayanan, J. A. Kroll, and E. W. Felten, “Sok: Research perspectives and challenges for bitcoin and cryptocurrencies,” in Security and Privacy (SP), 2015 IEEE
symposium on. IEEE, 2015, pp. 104-121.
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Confirmation Time and Double Spends

(TTTTTTTTTTTTTTTTTTmmmmmmmooooooooooooooooooooo Significance of Confirmation time e

by seller for him to safely release his goods or services. practical system.

[ Confirmation time is the time for a transaction to be accepted }

[ Lower Confirmation times translates to fast payments and a J

_______________________________________________________________________________________________________________________________________________________________________________

Accepted
lllustrative view of Double Spend Attack

Once txn Is accepted, if
After @00 enters a block e e :
he waits for it to be his private chain is He is now free to double

accepted while extending heavier, he releases it spend the coins used in

o : and orphans the chain
his private chain containing txn

An adversary can secretly
mine a chain after initiating txn
before it enters a block

[ Satoshi suggested 6th block confirmation to guarantee committed transactions with probability of 0.99 in the presence of 10% adversary. ]

S. Nakamoto, “Bitcoin: A peer-to-peer electronic cash system,” 2008 S. Nakamoto, “Bitcoin: A peer-to-peer electronic cash system,” 2008



Selflsh Mining

_______________________________________________________________________________________________________________________________________________________________________________

The selfish miners achieve their goal by secretly forking the blockchain
and selectively revealing their mined blocks or links to invalidate honest
miners' work and claiming unfair rewards.

The adversary’s goal is to gain more than their fair share of
revenue and may deviate from honest protocol to do so.

_______________________________________________________________________________________________________________________________________________________________________________

lllustrative view of Selfish Mining Attack

He waits for the Since adversary If the adversary is

An adversary mines
a secret chain from

any block and tries
to maintain a lead

honest chain to
catch up and
releases his
private chain

when they are

almost caught up

has more
weight on his
chain, he claims

unfair rewards
of the orphaned
chain

I. Eyal and E. G. Sirer. Majority is not enough: Bitcoin mining is vulnerable. In FC. Springer, 2014.

unable to hold a
lead, he tries to
catch up to the

honest chain and

release_,-s his
chain.

If the honest
miners pick and
extend the

adversary chain
in the fork, he
wins.




Issues with PoW blocks

Unsteady chain weight
growth

High Confirmation
Time

c Blocks are large in size, High fork resolution

hence have large network Time
\ delay /

Security and

Performance problems

A. Gervais, G. O. Karame, K. Wust, V. Glykantzis, H. Ritzdorf, and S. Capkun. On the security and performance of proof of work blockchains. In Proceedings of the 2016 ACM SIGSAC
Conference on Computer and Communications Security, pages 3—16. ACM, 2016.
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Effort so far

Performance matters Security matters

Trade-off between performance and security in blockchains

Small block interval Large block interval

« High Confirmation Time
« Lower transaction throughput

* More Forks
» Waste of Computational
energy and Mining rewards
Hierarchical Blockchain/ Multi Blockchains
* Not an incremental approach
» loss of simple Linear structure
« Additional Security vulnerabilities

A. Gervais, G. O. Karame, K. Wust, V. Glykantzis, H. Ritzdorf, and S. Capkun. On the security and performance of proof of work blockchains. In Proceedings of the 2016 ACM SIGSAC
Conference on Computer and Communications Security, pages 3—16. ACM, 2016.



Is Proof of Work still relevant?

* Demonstrated their resilience, durability, robustness
and longevity since their inception

* Truly resistant to 51% attacks

* Resistant to centralisation

 Widely adopted with high TVL

* Vibrant ecosystem and developer communities

14



Goals (;HMOI’LMWWWO‘W at a steady, fast rate J

2

=

Reduce confirmation Reduce number of natural
time at the fixed forks and the weight
transaction throughput orphaned by them
Low probagation delays and lower

——————————————————————————————————————————————————————————————————————————————————————————————————————————————————————————————————————————————————————————————————————
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What are Anchors? :

Anchors are block headers that are mined with less PoW than blocks. They contain no transactions in

the body except the Coinbase and are mined on blocks.

ﬂnchor Header\

Parent Pointer ~ Timestamp

® Valid Block Solutions

® Valid Anchor Solutions

m Invalid Solutions

Pow Difficulty Nonce

Merkle Root

P @

Faster, smaller and more frequent to blocks

@ Reusable Solution, Negligible Overheads K Body /

Cannot create forks, can prevent forks by blocks

O. Seshadri, V. J. Ribeiro, and A. Kumar. Securely boosting chain growth and confirmation speed in pow blockchains. In 2021 IEEE International Conference on Blockchain (Blockchain), pages
140-149, 2021.
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Generation of Anchors

\
g Alice creates a block
& B on the heaviest

chain known to her

J

ﬁlock Header\

SHA_256( SHA_256(Block Header) ) < Alohkidngget

m Valid Block Solutions

m Valid Anchor Solutions

m Invalid Solutions

k Body /




Processing of Anchors

-

-

4 Bharat receives an
entity E on his
entity tree

~

ﬂnchor Header\

Parent Pointer ~ Timestamp

Pow Difficulty Nonce = x

SHA_256( SHA_256(Block Header) ) < Michkr
TEaggstt

Merkle Root

K Body /

1 e

m Valid Block Solutions

W Valid Anchor Solutions

m Invalid Solutions

-

N

If addition of new anchor

creates a new heaviest chain,

~

Bharat must shift mining on the

parent of the new anchor

/

SHA_256( SHA_256(CB)+Txn Hash ) = Merkle Root

19
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Emulation Setup

[ Master VM ]

Bitcoin Network

36 Virtual Machines on cloud
35 VMs * 6 bitcoind = 210 nodes

Real World Latencies

‘ Script to generate txn

‘ Script to generate blocks and anchors

The Bitcoin Core Developers Satoshi Nakamoto. Source Code - Bitcoin Core v0.16. 2018. URL.: https.//qgithub.com/bitcoin/bitcoin/.
Protocol documentation - Bitcoin Wiki. 2019. URL: https://en.bitcoin. it/wiki/Protocol_documentation.



https://github.com/bitcoin/bitcoin/

Intercity delay of our test-bed

City 1 2 3 4 3 (4 T 8 3 10 1 12 13 14 15 16 17 18 13 20
Adelalde [1) 0 I24TR AT 71290 ISEEN 120314 0L07T 40907 35EO66 S35 MLI3 31854 1M4IT 3304 M6 22T ZITER 19457 130093 3B
Amatardam [2) 17406 0 @M 9RIE 21533 190316 13T 91357 TLEM 1612 TR 1217 J41ETS 165D A1 1663 15AME 2ESDI3 EIT 15260
Bangkok (3) AT 2635 0 251168 GTEI 202647 47368 ISITHE 34T I1LMSE 2BESSS 2044l 193722 15E347  M0S 65303  METE 217837 ITATS NOTH4
Chicago (4) NGBS 9TSER 274366 B 2135W R 17T BTl 149923 X4l [ATS 96012 SIS I9E4S] M6 IS 111X IS 162 1680
Hong Kong [5) 153519 115473 GEBED 219117 O 12053 MI3NT O M9ATED  ITOME  MOTTT PAME LM 16216 1027 N0TS ZENS  MNEST  1SEIT 4433 IS
Honolulu (&) LI 189393 1SS EMS  1MaT @ 13113 NTI2T XY A& 1ITOTE 19116 SRl I9E9ST  ITATE IBS9T OGS NQTE AT 14
London [T) WIMI 1397 2503% BE0X 241261 180063 ] BOET 513 13E1Z TR 5136 ISLIE3 M9IT M7463  ITLIIZ 25&00 261339 00545 25098
Montraal [8) MO9S 1833 4IEE 24009 19ETE 117086 30798 0 IM4E BEMI 0 9459 SLTI TITEY  IMIET 288 1M 164 258385 E28T 96553
Moacow 3 WOEE  TIETE IS &% 1M 1AM 514M 17 i 1E23 131084 43ET] 195067 MTEW  IGRE1 IERSAE 10086 RSSNd 12TSES 51950
Hew Dalhl [10) 3014 161511 130483 222377 ISOTET  ISIGET  I3E195 41518 1515 0 THSE 145391 5T 4364 42159 M6 14 BT 1TSS 1584T
Mew York (11) MLl TRIF] 29735 2156 2IREE4 11691 TE44l 9441 13177 DTHIS B OT4MI O3S MTI3 4T T4 9551 I134X 1197 103482
Paria (12) WIS 17616 MBS 91485 186R 173388 B4ETI 0 144178 64478 150406 45791 30398 IRl ETSME 134D
San Francisco (13) | 179411 142008 234570 S1TES 136313 Wadds M 1B 0 IETE2D 164340 |GRIEE 164300  1S20T9 3T DGAEE
Shanghal [14) WAW WIS MILTE 335IW 131N 40041 MIEIE  TMEE  16T6I9 0 INS2E 16RIES 26431 321 1942 M66EG
Shanzhen [15) WAM0 0459 41T 33EIW 1315 40041  MIEIE  TMSE  IETEIR 0044 D I6RIES 264372 ETM4 15942 16636
Singapors [16) T35 1647 5158 2007 ES0ST  MTA9  MI4ET BRI METT I904TS 0 MEI® s M7 IR
Stockholm (17) 17663 W06 4B 1129001 2126 173567 9RESE RT3 IS4304  IEOR4 4132 13LIm 0 W 195 304
Sydney [18) 19364 6342 MEIH M@ 1% 090 213452 ITODEE  ISIOX? 3B WTME 91003 MEM 0 35 WOOTS
Toronto [13) BT 3TTI2 ETERE 1543 42T TIST I1EES  ETHS3 3415 MEO02]  MEI LG 109ES 21348 B 129525
Zurich [20) BT 15328 19488 11STOE 200D 158741 1@ED 13534 1692 92E 2IETIE 1WA 13060 MESES 1AM 0

Global Ping Statistics - WonderNetwork. https://wondernetwork.com/pings, 2019




Delay Model :

Anchors being fixed small structures, have low broadcast latency.

____________________________________________________

Cl] Bandwidth total time = D; ; + F kM

"""""""""""""""""""""""""""""" Time for first bit + time for rest of the message + verification at j’



Experiment 1: Propagation Time

8
S —+— Time to reach 95% of the nodes
Ltlﬂ..l —— Time to reach 75% of the nodes
o 61 T Time toreach 30% of the nodes * Network delay for block increases linearly with increase in block size
=
= * Anchors of 264 bytes propagate at an avg of ~0.5 secs across the network.
cd
h=- * Anchors are 3x faster that blocks of 100KB size.
{8
gZ | * Anchors are 10x faster that blocks of 8MB size.
o
nE_ * Anchors propagate faster than all block sizes considered.
011 3 i 3
Block size(MB) - —— Mean block propagation times w/o anchors
§ 81 55?;. ;ﬁgﬁig:;nce block propagation time
‘E; Anchors
* Block Size ~1.2MB and Anchors are fixed 264 bytes £ 67 =& Block with anchors
. b~
* Anchors’ mean prop time was 0.45 secs c
g 4' >y
* Avg delay for blocks was 3.46,3.52 and 3.7 secs for a = 2,5,10 respectively B | E —= 3
on
* Anchors are at least 5 times faster than blocks §2 1
* Anchors work well without creating significant bandwidth or latency overheads a
0-— . :
2 5 10

Frequency of anchors per block (a)
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Fork Resolution with Anchors

View 1 of the blockchain

Absolute view of the blockchain

View 2 of the blockchain

25



Experiment 2: Fork Resolution

T0+4 <_L T0+9
Aq

T0+6

Time >

Fork created by B2.

In a system without Anchors, it is resolved by B3.

In a system with Anchors, it is resolved by Al.

0 2.0 5.0 10.0
Frequency of anchors per block (a)

' 64% improvement in RTF for a=2 over a=0
80% improvement in RTF for a=5 over a=0

91% improvement in RTF for a=10 over a=0



Experiment 3: Fork Prevention - 7

L7.5 % A
< B> 15 % -
Bo ’
12.5 % A
TO +6 §
TO B1 g 10%
<« A
LLQ- 7.5 %
TO + 4 TO +5 X 5 %
2.5 % A
Time > 0% . , .
0 2.0 5.0 10.0
Frequency of anchors per block (a)
' In a system without Anchors, B2 would - B forevented
_ prevented —
! cause a Fork . fprevented + foccurred
. In a system with Anchors, the fork never |
' really happens since A1 arrived and was | s ;
" accepted before B2. | Joreventea 18 the number of forks prevented in the network.

L , , o foceurrea 1S the number of fork occurrences in the network.
. B1’s chain already has more weight and is |

' the final chain. i Foreventea 18 the ration of forks prevented in the network.



Notations and Assumptions

Number of miners in the Maximum network
N LY

network delay for Blocks (X Weight of an anchor. a< 1.

____________________________________________________________________________________________________________________________________________________________

————————————————————————————————————————————————————————————————————————————————————————————————————————

Maximum network

: Fraction of the network | Frequency of anchors per
§ controlled by adversary. | A a ZleliyAfor AENETS: (L plock = 1/ ’
| q q<0.5 N a ~=b |

___________________________________________________________________________________________________________________________________________________________

______________________________________________________________________

G Probability of an honest block at
a time instant

_______________________________________________________________________
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Chain Growth with Anchors )

Chain growth is the minimum weight all honest miner’s chains must have gained in a time interval.

We study chain growth in weight as v is the lower bound honest weight gained
opposed to length in prior work. in unit time in a system with anchors.

Lower bound growth per round of PoW systems without anchors (v,,,,, ) is found by Pass et. Al.

For any interval [s,s+t] where t>2 A, rounds, system with anchors achieves an honest chain growth of at least vt in

weight except with negligible probability . Honest growth rate parameter per round is,

R. Pass, L. Seeman, and A. Shelat. Analysis of the blockchain protocol in asynchronous networks. In EURO-CRYPT. Springer, 2017.



Intuition behind the double spend with anchors

)

v is the lower bound honest weight gained in B is the upper bound adversary growth in a time

a time round in a system with anchors. round in a system with anchors. Assume v > [3.

30




Confirmation Time with Anchors
Gl

N
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_____________________________________________________________________________________________________________________________________________________________

Anchors reduce the chance of a double spend attack in Bitcoin by over 2 orders of magnitude.

Alternatively, they can reduce the confirmation time by half for the same security guarantee

_____________________________________________________________________________________________________________________________________________________________

S. Nakamoto, “Bitcoin: A peer-to-peer electronic cash system,” 2008 S. Nakamoto, “Bitcoin: A peer-to-peer electronic cash system,” 2008
M. Rosenfeld. Analysis of hashrate-based double spending. arXiv preprint arXiv:1402.2009, 2014.
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Confirmation Time with Anchors (Time Variant)

Chance of attacker success

1[]"”';
10~ 5
].D_z-g
1073 5
104 a
E —— 16.7%
] —— 23.1%
10-5 —#- w/0 anchors —=— 33.3%
] —s— with anchors 47.5%
0 20 40 60 80 100 120

Time of arrival of 6th honest block (minutes)

q =23%
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10~

Chance of attacker success

1072 5 -—-- w/o anchors —=— 10
—s— with anchaors 20
0 20 40 60 80 100 120

Time of arrival of 6th honest block (minutes)

]
(@)

C. Pinz'on and C. Rocha. Double-spend attack models with time advantage for bitcoin. Electronic Notes in Theoretical Computer Science, 329:79—103, 2016.
S. Neumayer, M. Varia, and I. Eyal. An analysis of acceptance policies for blockchain transactions. IACR Cryptology ePrint Archive, 2018 32



@ Fast signaling mechanism of mining
power division in case of forks
Benefits @

Five times faster propagation %ﬂ,
than bitcoin blocks

Provides stability by steady An Ch ors [@7
weight addition to the chain &)

Reduces confirmation time by half in
Bitcoin with no security compromise

Reduces fork resolution time
and Prevents fork occurrences

Versatile solution to new or
existing Blockchains with
minimal modifications




Thank You! Questions?

LinkedIn: @oviaseshadri
Twitter: @ovia_seshadri
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Additional slides



Anchor Rewards

B e e e e e e e e e e e T R T i T i e e e e e e e e e e e e e e e e e e e e e e e e T e

Anchors can be rewarded by including its header in later blocks.
This can help chains with anchors define its weight unambiguosly

Anchor header without CB is 80 bytes

When a=2 this is 160 bytes addition to a block’s body on avg.

e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e mm e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e

Creation reward for including Inclusion reward for including _
T (n) anchors in a block at a length T (n) anchors in a block at a length Block reward s 1

Miners get smaller more timely payouts
Disincentivizes the need to join mining pools

Reduces ambiguity in chain weight.
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Chain Quality with Anchors

Chain Quality is the minimum honest weight contributed on any miner’s chain in a time interval.

v is the lower bound honest weight gained in
a time round in a system with anchors.

Let 3 be the upper bound adversary growth in a time

round in a system with anchors. Assume v > [3.

We found that a system with anchors 1
satisfies a lower bound chain quality of U
Lower bound chain quality found by Pass.et.al is 1 — @ for POW systems without anchors.
pow

Here, v,,,, is the lower bound growth rate of PoW systems without anchors and f3,,,,, is the upper bound

adversary growth per round in PoW system without anchors .

37
R. Pass, L. Seeman, and A. Shelat. Analysis of the blockchain protocol in asynchronous networks. In EURO-CRYPT. Springer, 2017.



Consistency with Anchors

Consistency is a theoretical security guarantee that shields the system from any type of adversary attack if he
owns power less than a threshold.

- Consistency is achieved when the system can guarantee
i with high probability two properties: |

ﬁommon Prefix \ mture Self Consistency\

The chains of any honest player
at any two time instants “i” and
where “i<j” must have

o
n

.-—-r:sﬁill!!!-!_ﬁ!ﬁm_-

-
- ]
L=

—

=
e
L

The chains of any two
honest players at any time

114

o
w

instant must have common J
ancestors of entities except
for the last ‘t’ rounds with
high probability in ‘t’

common ancestors of entities
except for the last ‘t’ rounds
before “i” with high probability in
‘t’

—— Exact tolerance w/o anchors [30]
-—-— Lower bound toleranceata=1
---— Lower bound tolerance ata = 2
-——— Lower bound tolerance ata= 3

---= Lower bound toleranceata= 5
— — — e
10 25 60 100

ml c (Block Interval/Ag)

N

[7] A. Dembo, S. Kannan, E. N. Tas, D. Tse, P. Viswanath, X. Wang, and O. Zeitouni. Everything is a race and Nakamoto always wins. In Proceedings of the 2020 ACM SIGSAC Conference on Computer and
Communications Security, pages 859-878, 2020

[36] P. Gazi, A. Kiayias, and A. Russell. Tight Consistency Bounds for Bitcoin. In Proceedings of the 2020 ACM SIGSAC Conference on Computer and Communications Security, CCS ’20, pages 819-838, New York,
NY, USA, 2020. Association for Computing Machinery
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Fraction of Adversary Power(q
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