
OpenSSF Scorecard

More information
https://github.com/ossf/scorecard/tree/main

Viewer https://scorecard.dev/viewer/
              https://scorecard.dev/viewer/?uri=github.com/hyperledger/fabric

Reference
https://github.com/ossf/scorecard/blob/main/docs/checks.md

Overview
https://securityscorecards.dev/

Github Action (Fabric sample)
https://github.com/hyperledger/fabric/blob/main/.github/workflows/scorecard.yml
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https://scorecard.dev/viewer/
https://scorecard.dev/viewer/?uri=github.com/hyperledger/fabric
https://github.com/ossf/scorecard/blob/main/docs/checks.md
https://securityscorecards.dev/
https://github.com/hyperledger/fabric/blob/main/.github/workflows/scorecard.yml
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OpenSSF Best Practices OpenSSF Scoreboard Proposed Badge

Basics→License License Legal

Change Control→Repository CII Best Practices Structure

Contributors (from multiple organizations) Diversity/Decentralized

Change Control→Version numbering Packaging Release

Quality→Builds
Quality→Automated test suite
Quality→New functionality testing

CI Tests
Dangerous Workflow
Token Permissions

Testing and CI/CD

Basics→Documentation Documentation

Reporting→Vulnerabilities
Security→Vulnerabilities fixed
Analysis→Static code analysis
Analysis→Dynamic code analysis

Security Policy
Dependency Update Tool
Pinned Dependencies, Vulnerabilities
Fuzzing, SAST

Security

Conformity

Basics→Contributions
Reporting→Bugs

Responsiveness/Engagement

Production

https://www.bestpractices.dev/en/projects/955
https://scorecard.dev/viewer/?uri=github.com/hyperledger/fabric
https://wiki.hyperledger.org/display/TF/Candidate+List+of+Badges+and+Associated+Project+Lifecycle+Stages

