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Blockchain for construction management

» Introduction
> Name: Nguyen Tung Anh
» Location: Viet Nam
> University: Korea University
» Mentor(s): George Blumberg
> Hyperledger project: Blockchain for construction management
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Blockchain for construction management

Project Description: Construction Management Blockchain is a project of Hyperledger Summer Intership Program 2019 which
provides a way to apply Hyperledger for construction and engineering (C&E), while literature research and practical simulation
prove Hyperledger as one of best platform for C&E.

This project was conceived to test the potential of blockchains. To do this, a prototype system is used to model real-world
commercial process by defining the properties of participant attributes superimposed with algorithms that describe their trading
relationships. These are implemented using so-called smart-contracts that make use of the latest features of Hyperledger Fabric
(HLF) and Composer, to model commercial relations between traders in a trust network. Using HLF, a variety of benefits can be
obtained. For example, the scheduling, confirmation and commissioning of installed components at a construction site can be
recorded and therefore, managed. But management of a HLF network is a demanding job and good design is essential to allow
confidential trading to take place. The access control list (ACL), included within Composer, provides the tools to create, read,
update, or delete elements within the commercial network’s domain model. The project has advanced this control by making use
of application programming interface (API) to connect to Web servers that in turn can provide analysis and management
applications. This links to common project management tools, notably Gantt charts and other projects metrics such as individual
work rates, cost and budgetary items that can be used in reports and figures.

Tools: Hyperledger Fabric, Hyperledger Composer, Node.js, javascript.
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Blockchain for construction management

> Project Objectives:

> Obj 1:Confirm that Hyperledger Fabric (HLF) is a suitable blockchain platform for use on c&E projects and that Hypeledger

Composer (“Composer”) is suitable for creating the business model and managing the network

> Obj 2:Design and confirm a system architecture and network configuration for a blockchain solution that is able to support

C&E projects.
> Obj 3:Establish a set of functions of c&E assembly and administrative processes that are suitable for the application of HLF.

> Obj 4: Using an established set of business process modelling tools, define a pilot project that will be used to test the

system.

> Obj 5: Design and testing programme that can be used to fully evaluate the utility and reliability of a HLF network for the

pilot project.
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Blockchain for construction management

Project

)

A project is divided in to smaller tasks

}i A project is divided in to smaller orders ;i
\ for installing each part /
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LIFE CYCLE OF AN ORDER
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SEQUENCE DIAGRAM FOR CONSTRUCTION MANAGEMENT
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SEQUENCE DIAGRAM FOR CONSTRUCTION MANAGEMENT
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SEQUENCE DIAGRAM FOR CONSTRUCTION MANAGEMENT
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mmercial : :
Commercia Cost Supplier Installer Clerk of Programme
consultant

manager consultant

PARTICIPANTS

1a. Restrict ‘CreateOrder’ transaction to Commercial Manager(CM)

1b. Restrict ‘Buy’ transaction to CM
1c. Restrict ‘MakePayment’ transaction to CM

2a. Restrict ‘RequestShipping’ transaction to Supplier(SU)

2b. Restrict ‘RequestPayment’ transaction to SU
2c. Restrict ‘Refund’ transaction to SU TRANSACTIONS AND RULES IN

2d. Restrict ‘DeliveryConfirmation’ transaction to SU CONSTRUCTION MANAGEMENT

BUSINESS NETWORK 3a. Restrict ‘Delivering’ transaction to Shipper (All transactions and rules have been

RULES , .
3b. Restrict ‘Deliver’ transaction to Shipper implemented in our system)

5a. Restrict ‘TestFailed’ transaction to Installer(IN)

5a. Restrict ‘TestPassed’ transaction to IN

5a. Restrict ‘Installed’ transaction to ClerkOfWork(CoW)

5a. Restrict ‘NotInstalled’ transaction to CoW
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Works consultant

PARTICIPANTS

BUSINESS NETWORK AUTHORIZATION RULES (ACLS) TRANSACTIONS AND RULES

IN CONSTRUCTION

HISTORICAL 7a. Supplier can view history of their own Order only

MANAGEMENT
RULES -

(All transactions and rules have

9a. Each participant can only see their own history transaction only

been implemented in our

ASSETS
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Blockchain for construction management

> Project Deliverables:
» Deliverable 1. a website for user
» Deliverable 2: code is updated to a github
» Deliverable 3: preparing a publication
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Commercial Manager List - Mozilla Firefox

¢ o @ localhost:50¢

K3 Express Tutorial Pa

All site fore man
All installers
All clerks of work

List of all create order transactions
List of all b

List of all r

List of a

List o

List of all

List of all r
List of all test
List of all test
List of all instz

List of all not ins
List of all test and instal

List of all r est refun wctions
List of all r est shipp

List of all refund tr:

List of all comple

nipping Transaction

action

K3 Create Author Form

K3 Create genre Form -

Commercial Manager List

Commercial Manager 1

@ Hyperledger Compc

El 8o% | e w

1y ) 813PM

Commercial Manager List X

In @O &

confirmation transactions

order transactions

Class Commercial Manager Id Company
lorg.example basic. CommercialManager KMohnWick IEM
Commercial Manager 2

Class Commercial Manager Id Company
lorg.example.basic. CommercialManager Khai BN
Commercial Manager 3

Class Commercial Manager Id Company
lorg.example. basic. CommercialManager LeoTungAnh WVMBlockchain
Commercial Manager 4

Class Commercial Manager Id Company
lorg.example basic. CommercialManager LecnardoDicarpo Haollywood
Commercial Manager 5

Class Commercial Manager Id Company
lorg.example.basic. CommercialManager MguyenTungAnh Linwex Foundation
Commercial Manager 6

Class Commercial Manager Id Company
lorg.example basic. CommercialManager [TungAnh VietNam

% List of functions
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Buy List - Mozilla Firefox
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All suppliers
All shippers
All site fore man
All installers

All clerks of work

List of all create order transactions

List of all buy transactions

List of all request shipping transactions
List of all delivering transactions

List of : rer transactions

List of all deliver confirmation transactions
List of all make payment transactions

List of all test passed transactions

List of all test failed transactions

List of all installed transactions

List of all not installed tra
List of all test and install confirmation transactions
List of all request refund tran tions

Listof & uest shipping back order transactions
List c refund transactions

List of all completed order transactions

Create a Commercial Manager

Create a Supplier

Create a Shipper

te a Site Fore Man

te a Installer

te a Clerk Of Work

te an Cirder

Create a Buy Transaction

Create a Heqguest Shipping Transaction
Create a Delivering Transaction

Create a Deliver Transaction

Create a Deliver Confirmati
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(@ localhost:50¢
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Buy List

Buy 1

rledger Compt
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Buy List

N o

[Transaction Id

Commercial Manager

Supplier

IOrder

[Time stamp

1d9f8ed44429081 a66 Tb0ThOfSc 000
[38fa7T3e01 6/63b8400d1 4044021303
138c

[Tungénh

Long

IOrder2

[2019-09-14T042745.7711Z

Buy 2

[Transaction Id

Commercial Manager

Supplier

IO rder

[Time stamp

313200b34036629329bb6644 76412
3eb6b001d1a7e673168737ae833c
Sfdcdr

[TungAnh

Wack

|Order2

[2019-09-16T07-31:43.7165

Buy 3

Transaction Id

Commercial Manager

Supplier

|Order

[Time stamp

b1 2f3cd6Bdoffidd3920b1cofecbBec16
deaffcB8d5f2836d46c0f52/653af3e

od

[TungAnh

Long

|Order

[2019-09-12T03:46:20.4652

Buy 4

[Transaction Id

Commercial Manager

Supplier

IOrder

[Time stamp

bed5461a52bd4bebdb0893240671
3f4482161d864e8d51 TcBeBedlBe?

[24d2c6

TungAnh

Long

IOrder3

[2019-09-19T15:00:23.837Z




Deliver Shipping List - Mozilla Firefox

3 Javascript-Learn w
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Home

All orders

All commercial managers
All suppliers

All shippers

All site fore man

All installers

All clerks of work

e

List of all create order transactions
List of all buy transactions

List c request sh
Listof &

List of a

o g i SR ]

List of all not installed transactions
List of all test and install
List of all request refund transactio
List of all request shippir
List of all refund transactions

List of all completed order transact

Create a Commercial Manager
Create a Supplier

Create a Shipper

Create a Site Fore Man

Create a Installer

Create a Clerk Of Work

i 2 D)

te a Request Shif
te a Delivering Transaction
Create a Deliver Transaction

ping transactions

nfirmation transactions

back order transactions

g Transaction

K3 Express Tutorial Pa

(@ localhost: 501

K3 Create Author Form

Deliver Shipping List

Deliver 1

K3 Create genre Form -

@ Hyperledger Compc

B

80%
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Deliver Shipping List

N o

X

[Transaction Id

Shipper

IO rder

[Time stamp

Naed 783434eb2a9716e86549cb3732belela
74bd7edd040771584eebe6113fdb

[Thanh

|Order2

[2019-09-14T04:30:37. 7657

Deliver 2

Transaction Id

Shipper

|Order

Time stamp

le1b1 065207 e

159c1109ced34b7I7b2b28b72f8407061cc3

[Thanh

J8c94ciciecdld

IOrder2

[2019-09-16TO726:37.1282

Deliver 3

[Transaction Id

Shipper

IOrder

[Time stamp

31bab330674af

[4afb2119ef5i0538fhib2arced16a

a1db41d33bed22edb75a115 Thanh

|Orderl

[2019-09-12T04:14:13.0502

Deliver 4

NS

Transaction Id

Shipper

IOrder

[Time stamp

10Ns

50bbdd1d4c50cali7odbTebebe244573eb26
[9aa4519b613aeebd73de8S7cacBe

[Thanh

|Order2

[2019-09-16TO7:33:41.3887

Deliver 5

Transaction Id

Shipper

|Order

Time stamp

I6f72aab82 1659al

ida17e34464c6b1f97bd7 46942840 2bc 8581

[Thanh

bd3basfic FbbG2

IOrder3

[2019-08-19T15:40:03.1972

Deliver &

[Transaction Id

Shipper

IOrder

[Time stamp

F3b27a0a2call

a586f94303daf03c681cf66e11ab

3a01795420c2c487a685719 Thanh

|Orderd

[2019-09-19T13:46:34. 3272

Create a Deliver Confirmation Transaction

Create a Make Payment Transacti
Create a Test Passed Transaction
Create a Test Failed Transaction
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Refund List - Mozilla Firefox

All suppliers

All shippers

All site fore man
All installers

All clerks of work

List of all create order transactions
List of all buy transactions

List of all request shipping transactions
List of all delivering transactions

List of all rer transactions

List of all deliver confirmation transactions

List of all make payment transactions
List of all test passed transactions
List of all test failed transactions

List of all installed transactions

List of all not installed transactions

List of all test and install confirmation transactions

List of all request refund transactions

List of all request shipping back order transactions

List of all refund transactions

List of all completed order transactions

Create a Commercial Manager
Create a Supplier

Create a Shipper
Create a Site Fore Man

Create a Installer

Create a Clerk Of Work

Create an Crder

Create a Buy Transaction

Create a Heqguest Shipping Transaction
Create a Delivering Transaction
Create a Deliver Transaction
Create a Deliver Confirmation Trans
Nronts = Alal s Dear
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(@ localhosk:501

action

Refund List

Refund Transaction 1

3 Create Author Form

constructionmanagement/history

3 Create genre Form -

rledger Compc
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Refund List

[Transaction Id

IOrder

Bank Transaction Number

[Time stamp

[2f0d30c 07T r9befSdccebbB6c27 3c25b680d
[214fbeeBb34601 cec02fedbb7E0

IOrderd

\ietinbank#123456780000039

[2019-09-20T02:44:01.0827

Refund Transaction 2

Transaction Id

|Order

Bank Transaction Number

[Time stamp

F9177ri97dade3aBbd1 27 bc 571973275558
[392b8a633e6038cTh28224C6f4

IOrder2

\ietinbank#1234567811111

[2019-09-14T04:48:55.1372
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All suppliers
All shippers
All site fore man
All installers

All clerks of work

List of all create order transactions

List of all buy transactions

List of all request shipping transactions
List of all delivering transactions

List of : rer transactions

List of all deliver confirmation transactions
List of all make payment transactions

List of all test passed transactions

List of all test failed transactions

List of all installed transactions

List of all not installed tra

Request Shipping Back Order Liskt - Mozilla Firefox

xpress Tutorial Pa

(@ localhosk:501

Request Shipping Back Order List

Test and Install Confirmation Transaction 1

rledger Compt

80%

S ) R

Request Shipping Back

N o

X

®

[Transaction Id

IOrder

[Time stamp

34408941 Sbf6848c2aaeeadbfa8 7 1f5354f8ba21 856044430
lce6746bcadfc

IOrderd

[2019-059-20T02:34:08. 7112

Test and Install Confirmation Transaction 2

Transaction Id

|Order

Time stamp

[4a655a036bcbfalad2diiza1dad60rd0dae 1 H0e82336/f31291
bSca3atadsTba

ICOrder2

[2019-03-16TOT:25:17.8472

Test and Install Confirmation Transaction 3

[Transaction Id

IOrder

Time stamp

687 7 4944f2adBbde02094 1 fdf65467d61 480086701 Obf74dbb
[af3bal4bay2V4c

ICOrder2

[2019-03-14T04:46:14.0802

List of all test and install confirmation transactions

List of all request refund tran tions
Listof & uest shippir
List o refund transactions

List of all completed order transactions

Create a Commercial Manager

Create a Supplier

Create a Shipper

te a Site Fore Man

te a Installer

te a Clerk Of Work

te an Cirder

Create a Buy Transaction

Create a Heqguest Shipping Transaction
Create a Delivering Transaction

Create a Deliver Transaction

Create a Deliver Confirmati
Nronts = Alal s Dear
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Created Order List - Mozilla Firefox

3 Javascript-Learn w K3 Express Tutorial Pa

e

All suppliers
All shippers
All site fore man
All installers

All clerks of work

List of all create order transactions

List of all buy transactions

List of all request shipping transactions
List of all delivering transactions

List of : rer transactions

List of all deliver confirmation transactions
List of all make payment transactions

List of all test passed transactions

List of all test failed transactions

List of all installed transactions

List of all not installed tra

List of all request refund tran tions
Listof & uest shippir
List o refund transactions

List of all completed order transactions

[ Create a Commercial Manager

= Create a Supplier
Create a Shipper
te a Site Fore Man

te a Installer

te a Clerk Of Work

te an Cirder

Create a Buy Transaction

Create a Heqguest Shipping Transaction
Create a Delivering Transaction

Create a Deliver Transaction

Create a Deliver Confirmati
Nronts = Alal s Dear
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List of all test and install confirmation transactions

@ localhost:500C

Created Orde

Created Order 1

r List

rledger Compt

El s0%

S ) R

Created Order List

N o

X

®

[Transaction Id

Commercial Manager

Supplier

IOrder

[Time stamp

[22cfiGdZazec1341a61b32aB4b37ia
[B6eb212412b7eed30f067adcb2308
Bfile

[Tungénh

Hack

IOrder2

[2019-09-16T07:29:09.6052

Created Order 2

[Transaction Id

Commercial Manager

Supplier

IO rder

[Time stamp

[8108c360511 a2edatd FOTE0630811
6835411036341 2f355065cabe rbec
ID6Ef9a

[TungAnh

Long

|Crder

[2019-09-11T08:46:16.2812

Created Order 3

Transaction Id

Commercial Manager

Supplier

|Order

[Time stamp

[9a6fd9191 87 aB82bbal26ee2bball
1f20f1e1dbb2375b4be0f63bc 28080
1f0b1

[TungAnh

Long

|Orderd

[2019-09-19T14:47:41.0742

back order transactions




Create a Make Payment Transaction - Mozilla Firefox 1y 1)) 8:30PM
é u JavaScript-Learn w 4 xpress Tutorial Pa * ﬂ Cre 1 * e3 e Form - 4 ® Hype er Compi Ol Create a Make Payment X
& C @

)fconstructionmanagement/create/make-payment-transaction B0% sse g In @ & =

2|

Morcers Create a Make Payment Transaction
::: :i:J';:ll"'u::cl managers
":*" f!;;pl:l‘:_';rw_ John, Leo etc.
::: ;'Iatcfﬁers . Supplier ID:

-]

L

e

Commercial Manager ID:

All clerks of work

List of all create order transactions Orderl. Order?

List of all buy transactions
List of all request shipping tr

List of all deliver transactions

é
Order Number:

Y List of all deliver confirmation transactions
-'i"_ List of all make payment transactions [ .
=3 List of all test passed transactions T
— List of all test failed transactions

List of all installed transactions

a List of all not installed transactions
it List of all test and install confirmation transactions

List of all request refund transactions

List of all request shipping back order transactions
’ List of all refund transactions

List of all completed order transactions

F ﬂ Create a Commercial Manager
=

i | Create a Supplier
Create a Shipper
Create a Site Fore Man
l ! Create a Installer
| Create a Clerk Of Work
— Create an Crder
Create a Buy Transaction
[ Create a Heqguest Shipping Transaction
EV-E Create a Delivering Transaction
g"_;'% Create a Deliver Transaction
— Create a Deliver Confirmation Transaction

Mraonts = Alalka Dewurmarst T roamse bl




Create a Request Shipping Transaction - Mozilla Firefox 3 ) 8:29PM

é u JavaScript-Learn w 4 xpress Tutorial Pa * ﬂ Cre 1 * e3 e Form - 4 ® Hype er Compi Ol Create a Request Shippir X

L c @

)/constructionmanagement/create/requestshipping-transaction B0% ses g i O &

2|

Morgers Create a Request Shipping Transaction

-]

L

e

Site Fore Man ID:

All clerks of work an. Leo efc.

Supplier ID:

List of all create order transactions John. Leo
List of all buy transactions
List of all request shipping tr

List of all deliver transactions

P ED IV

Y List of all deliver confirmation transactions
-'i"_ List of all make payment transactions
= List of all test passed transactions
— List of all test failed transactions

List of all installed transactions
a List of all not installed transactions
it List of all test and install confirmation transactions
List of all request refund transactions

List of all request shipping back order transactions
’ List of all refund transactions

List of all completed order transactions

F ﬂ Create a Commercial Manager
=

i | Create a Supplier
Create a Shipper
Create a Site Fore Man
l ! Create a Installer
| Create a Clerk Of Work
— Create an Crder
Create a Buy Transaction
[ Create a Heqguest Shipping Transaction
EV-E Create a Delivering Transaction
g"_;'% Create a Deliver Transaction
— Create a Deliver Confirmation Transaction
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Create a Request Shipping Back Transaction - Mozilla Firefox 8:35 PM

é 3 JavaScript-Learnwe X | [ Express Tutorial Part X eate A 0 n-L X ea eform-Lc X | @ Hype SNl Create a Request Shippin X

<« ¢ o @® localhost:5000/constructionmanagement/create/request-shipping-back-transaction B0% e W N O & =

2|

Morgers Create a Request Shipping Back Transaction

-]

L

e

Site Fore Man ID:

All clerks of work

List of all create order transactions Orderl. Cirder? et

List of all buy transactions
List of all request shipping tr

List of all deliver transactions

DD D

Y List of all deliver confirmation transactions
-'i"_ List of all make payment transactions
= List of all test passed transactions
— List of all test failed transactions

List of all installed transactions
a List of all not installed transactions
it List of all test and install confirmation transactions
List of all request refund transactions

List of all request shipping back order transactions
’ List of all refund transactions

List of all completed order transactions

F ﬂ Create a Commercial Manager
=

i | Create a Supplier
Create a Shipper
Create a Site Fore Man
l ! Create a Installer
| Create a Clerk Of Work
— Create an Crder
Create a Buy Transaction
[ Create a Heqguest Shipping Transaction
EV-E Create a Delivering Transaction
g"_;'% Create a Deliver Transaction
— Create a Deliver Confirmation Transaction
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Create Shipper - Mozilla Firefox
é 3 Javascript-Learn w 4 Xpress 4 1 4 =3 e Form - b4 ® Hype er Compe FSl Create Shipper x
&« c @

)fconstructionmanagement/create/shipper B0% sse w N O & =

2|

Home .
Create Shipper
All commercial managers
All suppliers

All shippers John. Leo etc.
All site fore man

All installers Company:

All clerks of work

-]

L

e

Shipper ID:

BM. Microsoft etc.

List of all create order transactions

List of all buy transactions
List of all request shipping tr

List of all deliver transactions

P ED IV

Y List of all deliver confirmation transactions
-'i"_ List of all make payment transactions
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Blockchain for construction management

Recommendations for future work:
> Project is only implemented in localhost for testing functions of blockchain system because of limited
budget and computer power.

If project is funded for an free account of cloud and computers, blockchain system can be deployed on
cloud by using docker and test in reality conditions.

With detail documents and source code, it can instruct developer how to convert business needs to
algorithms and implement them to chaincode, generate APIs for exchanging data between user and
blockchain system, create user interface, make statistics and apply machine learning algorithm for data
In transactions. Furthermore, system architecture provides the manner to combine blockchain,
statistics and machine learning based on smart contract which would be helpful for Hyperledger to
develop extend modules.
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Thanks You For Listening!
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