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› Introduction

› Name: Sara Rouhani

› Location:  Saskatoon, Canada

› University: University of Saskatchewan

› Mentor(s): Prof Rui Cruz, Rafael Belchior

› Hyperledger project: Hyperledger Fabric Based Access Control



Hyperledger Fabric Based Access Control

› Project Description:

› Attribute based access control

› Hyperledger Fabric

› ArchiMate (Architecture Modeling)

› NodeJS API

› Hyperledger Caliper

› Matplot and Python

› HTML / CSS/ Express/ JavaScript





Hyperledger Fabric Based Access Control

› Project Objectives: 

› Obj 1: Designing the system architecture and application components

› Obj 2: Configuring Hyperledger Fabric 

› Obj 3: Implementing the ChainCode

› Obj 4: Testing and analyzing system 

› Obj 5: Writing the paper

› Obj 6: Throughout the documentation



Hyperledger Fabric Based Access Control

› Project Deliverables:

› Deliverable 1: System architecture (document)

› Deliverable 2: ChainCode and application (code)

› Deliverable 3: Performance data based on Hyperledger Caliper (Data)

› Deliverable 4: Analyzing data and creating graphs 

› Deliverable 4: Academic paper

› Deliverable 5: Documentation



Hyperledger Fabric Based Access Control

› Project Execution & Accomplishments:

✓ ABAC application including ChainCode implementation and a simple 
web interface

✓ Collecting performance analysis data based on Hyperledger caliper and 
different configuration

✓ Data analysis and graphs design using Matplot library 
✓ Academic paper
✓ github Wiki page
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› Kafka based on 

the number of 

transactions
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› Raft based on the 

number of 

transactions
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Performance Graphs
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› Kafka and Raft 

based on clients and 

average latency
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› Kafka and raft based

on send rate and 

average latency
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Performance Graphs

› Kafka and Raft based on 

send rate and throughput
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Performance Graphs

The effect of increasing the 

number of peers and 

organizations and comparing two 

databases (CouchDB and 

goLevelDB)
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Resource consumtion
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› Recommendations for future work:

❖Present the project as a module for Hyperledger Fabric 
❖ Integration with Hyperledger Indy


