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Confidentiality note
—
All information and material contained in these pages, including 
text, layout, presentation, logos, icons, photos, processes, data 
and all other artwork including – but not limited to – any derivative 
works are business sensitive and confidential information and/or 
information and material protected by patents, designs, trade-
marks or copyrights in the name of SICPA or any of its affiliates 
and shall be kept strictly confidential. 

The material and information contained in – or derived from –
these pages may therefore not be copied, exploited, disclosed or 
otherwise disseminated, in whole or in part, without SICPA’s prior 
written approval.
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Enabling trust

SICPA Digital Identity

Overview
—
Presentation to: 
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Agenda
—
1
About SICPA

2
SICPA’s contribution

3
SICPA’s Edison project
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140 Billion
Banknotes

secured annually in 
over 160 

countries.

Leading provider of
Proofs of Provenance, 

Integrity, 
Authentication and 

Presence

A long-trusted 
advisor

to governments, central 
banks, high security 
printers and industry

We protect and trace
valuable goods and data
—
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80+ 
Billion

Products marked 
and traced 
annually
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SICPA’s SSI initiative so far
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Digital credential platform (Edison)

• A standards-based, interoperable building block for verifiable data to increase assurance and trust 
of information exchanged between parties in a peer-to-peer and privacy-preserving way.

Comprising :

1. A system to issue, manage and verify decentralized identifiers and portable verifiable data
2. A secure communications protocol to exchange information (DIDcomm)
3. An extensible verification toolkit for online and offline use

Powered by ACA-py
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SICPA contributions to ACA-Py
—

8

• JSON-LD verifiable credentials
• DID resolver interface and plugins
• Contribution to Mediator 
• Multi-tenant agency
• Kafka for async messaging
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JSON-LD Verifiable Credentials
—
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• Implemented as part of the DHS SVIP 
program by SICPA

• Created an initial component (PoC) that 
was further evolved by BCGov / Animo
and included in ACA-Py
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DID resolver
—
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Motivation
–
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• DIDs are everywhere: the number of DID 
methods is constantly growing, also we don’t 
want  be locked-in to any single DID 
method.

• We want to leverage in ACA-Py the addition 
of JSON-LD credentials (plain and BBS+)

• https://github.com/hyperledger/aries-
rfcs/tree/main/features/0124-did-resolution-
protocol

© Year, SICPA HOLDING SA, Switzerland | PUBLIC 23/09/2021

https://github.com/hyperledger/aries-rfcs/tree/main/features/0124-did-resolution-protocol
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High level architecture
–
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DID resolver interface

Http Remote 
Client resolver

DID COMM Remote 
requester resolver Native resolver 1 Native resolver 2

Universal resolver

Resolver agent

aca-py
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Universal Resolver DIDComm Agent

https://github.com/danubetech/universal-resolver-didcomm
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Method Resolvers
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• (Built-in) did:sov - For backwards compatibility.
• (Soon to be built-in) did:key - Introduced with BBS+ work by Animo.
• did:github - Fully functional example resolver plugin.
• did:web - Recent did:web resolver implementation from Bosch Research.
• Universal Resolver - Resolve through Universal Resolver over HTTP.
• DIDComm Resolver - DID Resolution via remote resolver over DIDComm.

© Year, SICPA HOLDING SA, Switzerland | CONFIDENTIALITY 
LEVEL 23/09/2021

https://github.com/dbluhm/acapy-resolver-github
https://github.com/BoschDigitalSolutions/acapy-resolver-web
https://github.com/sicpa-dlab/aries-acapy-plugin-http-uniresolver
https://github.com/sicpa-dlab/aries-acapy-plugin-didcomm-resolver
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Resources
–

• https://hackmd.io/@dbluhm/uniresolver-acapy

• https://github.com/hyperledger/aries-rfcs/blob/master/features/0124-did-resolution-
protocol/README.md

• https://github.com/sicpa-dlab/aries-acapy-plugin-didcomm-resolver

• https://github.com/sicpa-dlab/aries-acapy-plugin-http-uniresolver

https://hackmd.io/@dbluhm/uniresolver-acapy
https://github.com/hyperledger/aries-rfcs/blob/master/features/0124-did-resolution-protocol/README.md
https://github.com/sicpa-dlab/aries-acapy-plugin-didcomm-resolver
https://github.com/sicpa-dlab/aries-acapy-plugin-http-uniresolver
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Multi-tenant agency
—
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ACA-py Multitenancy
–
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• Multi-tenancy in ACA-Py allows multiple tenants 
to use the same ACA-Py instance with a 
different context. All tenants get their own 
encrypted wallet that only holds their own data.
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Implementation of Mediator
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• A service that hosts many cloud agents at a 
single endpoint to provide herd privacy (an 
"agency") is a mediator.

• Aries RFC 0211 -
https://github.com/hyperledger/aries-
rfcs/tree/main/features/0211-route-coordination

- A protocol to coordinate mediation 
configuration between a mediating agent 
(base wallet) and the recipient.
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Multi-tenant Agency
–
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Managing events with
Kafka 
—
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ACA-Py Kafka Events
–
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• In order to scale processing of ACA-Py events without the use of a “middleman” webhook listener, 
we want to push ACA-Py events directly to a Kafka Queue.

• Why Kafka?
- Message system (Transport):

- High performance
- Native data partition
- Replication
- Fault tolerant

- Activity tracer (Analytics, Monitoring & Security)
- Rebuild an activity tracking pipeline
- Operational surveillance
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ACA-Py with Kafka
–
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Edison
—
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Edison – A key building block to digitally enable trust
—
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Layer 1
Infrastructure
Storage, data registries & networks

Layer 2
Cryptographic operations 
Connections, issuance, verification

Layer 3
Business logic
Schemas, policies, connectors

Layer 4
Applications
3rd party implementations

Edison is an engine for the digital issuance, 
management and verification of verifiable credentials.

It is built on global open standards that ensure 
interoperability, combined with specific business 
logic based on SICPA’s experience in the field of 
authentication.
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Edison features
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• Issue, verify, revoke, and manage verifiable 
credentials

• Multi-tenant agency (ISP for identity)
• Provide features via APIs
• Build it for scale, with enterprise grade 

architecture, to be deployed on-premise
• Built it on ledger-agnostic, open standards and 

opensource technology (Aries)
• Aries Interop Profile (formal tests passed by 

several vendors)
• DIDcomm can enable building bridges with other 

verticals 
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API Gateway
Auth gateway

Mediator

Multi-tenant 
Cloud Agent

(HL Aries)

Credential 
API

DIDcomm

Kafka
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Thank you 
for your attention
—
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