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JVM development on
Ethereum

Web3j and Besu
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Web3)

* | eading open-source developer library for Ethereum

e QOver 2 million downloads

 Created: September 2016

GitHub stars: 4.5k
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Components

Core library
 JSON-RPC, wallets, smart contract wrappers
Build tools
 (Gradle and Maven plugins
 Embedded EVM (Hyperledger Besu)
 Embedded Solc + version manager
e Testing framework
* [ntellid debugger
CLI

* Project scaffolding
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Web3j and Besu

Besu

* Acceptance tests
Web3j

* Besu module

* Besu EVM

* Transaction handling

e Besu privacy support

$  Web3j (@i00v

Web3j

Quickstart

Getting Started >
Smart Contracts >
Transactions >

Web3j Eth2 Client
Web3j OpenAPI

Web3j Unit
Web3j EVM
Web3j Sokt
Build Plugins >
Privacy & Permissioning v

Besu Quickstart

Privacy with Hyperledger Besu

Privacy Support in Web3;
Advanced >

Command Line Tools

Use Cases >
References >
Javadoc

Q, Search

Privacy with Hyperledger Besu

Privacy with Hyperledger Besu

The Besu module in Web3j provides support for creating private transactions and privacy groups
on Hyperledger Besu. For information as to how privacy is implemented in Besu, please see the
Besu privacy documentation.

Privacy in Besu refers to the ability to keep transactions private between the involved
participants. Other participants cannot access the transaction content or list of participants.
Besu uses Orion, a separate software component, to manage private transactions. Orion is able
to maintain public/private keypair, store privacy group details, and discover other Orion nodes on
a network. A privacy group is a group of nodes identified by a unique privacy group ID in Orion.
Each private transaction is stored in Orion and is associated with the privacy group ID.

The Besu nodes maintain the public world state for the blockchain and a private state for each
privacy group. The private states contain data that is not shared in the globally replicated public
world state.

Private transactions have additional attributes to public Ethereum transactions:

« privateFrom - Orion public key of transaction sender
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Alternatives
Web3j
Up to date

Supports GoQuorum and Besu
JSON-RPC API

Create and send private
transactions

Privacy group management

Java direct interaction with Besu

Web3js-Quorum
X Outdated X

X Supports GoQuorum
JSON-RPC API

Create and send private
transactions

Privacy group managemen

X Java direct interaction with Besu



Web3 Labs started to contribute to
Besu development

4 Actively submitting pull requests to main Besu repository

Participate and sharing ideas in Besu contributors community
Engaging as mentor in different Hyperledger programs

Keeping Web3j compatible with Besu needs

Supporting multiple production deployments in enterprises
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Besu Monitoring Solutions

88 besu /BesuFull v <3

System  besu-ohio-mainnet-large + besu-ohio-mainnet-bonsai-full v

Operational metrics

v Overview

Overview

® P rO l I l etl l e l | S/G rafal l a Time System Chain Height Target Chain Height Blocks Behind Total Difficulty Block Time (5m avg) Time Since Last Block Peer Count % Peer Limit

2022-06-15 15:18:24... besu-ohio-mainnet-b... 14,968,179 14,968,179 5.18e+22 14.25s 25

2022-06-15 15:18:24.... besu-ohio-mainnet-la... 14,968,179 14,968,178 5.18e+22 14.25s 25

« 4 Node health scenarios

« X Normalise on-chain data

Block Time Blocks Behind

« X Network health scenarios

‘S

12:30 13:00 13:30

== besu-ohio-mainnet-bonsai-full 9.19s 475s 158s 13.6s == besu-ohio-mainnet-bonsai-full

== besu-ohio-mainnet-large 9.50s 475s 158s 158s == besu-ohio-mainnet-large

Connected Peers Average Mark Duration / Block (s)

kel | S — 1] 1 I I
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Chainlens

On-chain metrics

e Token, account and
contract activity

e Events, transactions,
blocks

Reporting
* Robust API

 Advanced search, filter
and sort
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NFTs

Status

sact

Transaction Count

153,032,716

Most Active Contracts

Type Name

1,382,327

otal Tokens

Address

e e
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Takeaways

Web3| <& Besu

* Active support for Besu development
* Private transaction handling for Besu permissioned networks
* Monitor Besu networks via Chainlens

 Web3 Labs is actively engaged in the Hyperledger Besu
contributors community and supports a number of enterprises
in production with Besu.
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Web3 Labs

Web3 Labs is a leading blockchain strategy and technology
company specialising in decentralised infrastructure solutions.

Their Chainlens platform provides data and analytics for EVM
blockchains and appchains.

They also provide commercial support for Hyperledger Besu and

Quorum.

@ web3labs.com 0 @web3labs

hi@web3labs.com m linkedin.com/company/web3labs
& outube.com/c/Web3Labs O github.com/web3labs
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