SSI Implementation

Practical Experience From
Alastria




About Alastria

SPANISH
MULTISECTORAL
CONSORTIUM

+ 500 MEMBERS

PUBLIC
PERMISSIONED
NETWORK

DIGITAL
IDENTITY
MODEL
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Alastria is a non-profit association that promotesthe digital economy by
means of the development of distributed/Blockchain technologies.

They’ve built a multi-sectoral organization that generates and shares
knowledge with a collaborative spirit, evolving with a common vision and
purpose
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National Blockchain Network
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Services developed by Alastria members
Smart Smart Smart Smart Smart Smart
Contract Contract Contract Contract Contract Contract

G a

Members compete on the

o —>
applications [

> Self-Sovereign Identity
c
O .. :
Members collaborate on | | 2 || parmissioned Privacy Usage ‘ Customer
the infrastructure = 9 ($)
o < data =] Final
o Blockchain (((' QD] product
\& J 3
> = =
More 100 nodes x > .
- e =/
More 2 years up & running e e
Suppliers Logistics Retailer

Factories
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Join the Alastria Webinar

/")y HYPERLEDGER IN DEPTH: An Hour With...

Alastria— Understanding
their mission to promote
the digital economy and i A
how the Hyperledger Alastia Blockehain

community is involved gosystem

REGISTER
Wednesday, May 5, 20211 5:00 pm CET bit.ly/2PGgaCl
(9:00 am PST/12:00 pm EST)
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Problems with Identity

..........................................

Different standards ’ Lack of \
across interoperability or
organizations portability

B T R e N s =

An increased
volume in
cybercrime, trust,
fraud and security
issues

Lack of single
citizen view with
inconsistent data

across entities

e |
. —]
7 \_ 7
N 7 N e

..........................................

. ‘o

Too many! At least
one for every
organization

N s s s s =

Repetitive and
expensive
processes

N s s =

. ‘o

. ‘o

Inaccurate &
outdated

N s s s =

Dependenton
physical proofs and
manual processes
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Audit and \
traceability :
requirements i
1

i

i

1

1

i

i

i

i
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Not trusted N
1

i

i

i

1

1

i

i

i

i
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Limited user control
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N s s -

Data privacy
regulations

.....................



European e-identity

... control over our personal data which still have far too rarely
today. Every time an App or website asks us to create a new digital
identity or to easily log on via a big platform,

we have no idea what happensto our data in reality.

That is why the Commission will soon propose a secure
European e-identity.

One that we trust and that any citizen can use anywhere in Europe
to do anything from paying your taxes to renting a bicycle. A
technology where we can control ourselves what data and how data
Is used

President von der Leyen's speech
State of the Union 2020 - 16™ of September 2020
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Q

TRANSPARENCY

The use of the public/private key pair
infrastructure allows the possibility of
signing and verifying the origin of the
credentials without needing a third party.

Why using Blockchain for Digital Identity

@

ZZzzZZ

INMUTABILITY

Registering in Blockchain the hashes of the
credentials, as well as the events of their
issuance, presentation and revocation,
assures us that they cannot be altered,
making it GDPR compliant and being
completely user-centric.

The “Self Sovereign” or self-managed identity is a model for
managing digital identities being the user the sole owner of his

data and having full control over it.

CURRENT MODEL OF IDENTITY

L4
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% I v°
DECENTRALIZATION

Thanks to the implementation of Smart
Contracts (self-executing programs in
Blockchain networks) the system does not
need third parties that act as
intermediaries and who can read/use user
data.

SELF-SOVEREIGN IDENTITY

3



What's
AlastrialD




Collaboration,
Interoperability &
internationalization

Open Source model
contributed by more
than 200 members

Three cornerstones:
Alastria ID -+ Functional-UX
e Technical
* Legal

- ~
- S~
- ~,
- ~
-~ S
2e ~,

UNE 71307 approved /N

Contributed to JTC19 EENEI.EE

European

Standardization Initiatives

ETSI(T__ S %"‘ “
\ —

/ EBP:  European Blockchain
I§0 Partnership (Member States)
: EBSI: European Blockchain

Services Infrastructure
ESSIF: European Self-Sovering

Identity Framework
elDAS: eIDAS Bridge project

-
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Projects

» Dalion, Digitalis, Cabo Verde,...: Projects using Alastria ID
« Validated Id, uPort, Everis, Vottun,...: Alastria ID Compliant Wallets
* LACCHAIN-DAVID19: sponsored by Banco Interamericano de Desarrollo



The Roles & Needs. Example: renting a car
Personal User data is under the exclusive User control

<>
I>
r=-
J>
"
-
-J
1>

a ‘Userrequests attested 9 'SP requests required data |
'data from Issuers l\as a Presentation Requestj

N e e e e e e e e e e e e -y ———

-
-
-

and other user attributes
to provide their services

other user attributes

9 ,' Issuer sends attested data | User sendsre u|red \I o o
Issuers ' as dlglta"y Signed Verifiable | data as a d|g|tg"y S|gned : SerV]-ce PrOVIders
Can attest identity and  Credentials ' Verifiable Presentation | Require authentication

: fora given Purpose
 (renta car)

______________________

______________________________________________________________________

-?" "Personal User data is under the exclusive  Each Issuer, the User and the Sp
User control in a personal repository or ; : have a Distributed Identifier, DID.
wallet managed form his mobile or any : Vo

! ' Private Keys are used to keep

: '\\exclusive control over their DID

N e e e e e e e e e e e e e e e e e =

other device.
\ Credentials can be reused at will.

________________________________________

I
1
1
1
1
I
I
\

_________________________________________

' Data can be self attested or attested by an |
. approprlate Issuerto increase confidence. :




Al ACTDIA
M Mo N LM

Crea un codigo con el que
poder accede a tu
AlastrialD

Clave de acceso

ACEPTAR >

Id Generation

Easy to use mobile app
Personal data under exclusive user control

UNIVERSIDAD,,
ALASTRIA

Universidad de Alastria quiere
ofrecer 3 datos en tu
identidad

Carnet de estudiante
Master en Astrologia, Fisca de particulas y
Cosmologia

o B O nivel 2 Fecha fin: 18/03/2021 vee

Estudios finalizados
Grado en Fisica
2000 - 2004

BWED ez

[[] pomicilio postal
Rambla de la Vila, 5, 4-3

ANOEO Mo aballdafale Somoe

ACEPTAR >

CANCELAR

Credentials

Touch ID for
AlastrialD

Solo gente maravillosa tiene acceso

Introduce el Password

Cancelar

Aun no tienes cuenta? Créala aqui

(@' Accede con tu huella

No recuerdas la contrasena? Ayuda

Authentication

<>
1>
SZ

A CINESALASTRIA X

CINESALASTRIA ha
solicitado acceso a 2 datos
de tu identidad

Carnet de estudiante - Universitat de Barcelona
Master en Astrologia, Fisca de particulas y
Cosmologia

o B 9 nivel 2, Fecha fin: 18/03/2021 vee

|:| Domicilio postal - Ayunt. de Castelldefels y 2 mas
Rambla de la Vila, 5, 4-3
08860 Castelldefels, Espafia

* * * Mivel 2, Fecha fin: 15/09/2019

ACEPTAR .

Presentations

wt
-

J
J>
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https://www.dropbox.com/home/Alastria%20Blockchain%20Ecosystem/Alastria-Identity/Modelo%202018_06/User%20eXperience?preview=1.+AlastriaID_onboarding.mov
https://www.dropbox.com/home/Alastria%20Blockchain%20Ecosystem/Alastria-Identity/Modelo%202018_06/User%20eXperience?preview=2.+AlastriaID_Testimonio.mov
https://www.dropbox.com/home/Alastria%20Blockchain%20Ecosystem/Alastria-Identity/Modelo%202018_06/User%20eXperience?preview=3.+AlastriaID__Alegación.mov
https://www.dropbox.com/home/Alastria%20Blockchain%20Ecosystem/Alastria-Identity/Modelo%202018_06/User%20eXperience?preview=4.+AlastriaID_Autentificación+en+WebApp.mp4

Alastria Id — Credentials

Header:
@context: http://schema.org
@type: Person
Networkld: AlastriaTestNetO1

Subject:
SubjectAlastrialD: SubjectDID

AttributeData:
@LevelOfAssurance: 3
DrivingLicense: Type B2 (Car)

IssuanceDates:
InitialValidityDate: 2018-04-20/12:00
EndValidityDate: 2023-04-20/12:00

Issuer:
IssuerURL: IssuerURL
IssuerAlastrialD: IssuerDID
IssuerPubKey: CurrentlssuerPubKey
IssuerSignature: IssuerSignature

Credential

>>
3>

Network identification

Mandatory Subject’s Alastria Id

Level of Assurance

Mandatory Initial Validity Date
Optional End Validity Date

Mandatory Issuer’s Alastriald

Mandatory Issuer Signature (with current
Private Key)
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https://github.com/alastria/alastria-identity/wiki/Alastria-DID-Method-Specification-(Quorum-version)

Alastria Id — Presentations

Presentation

J>
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Header: Credential 1
@context: http://schema.org

@type: Person Credential —l_‘
Subject: Credential N

SubjectAlastrialD: SubjectDID
AttributeData:
@LevelOfAssurance: 3
DrivingLicense: B2
IssuanceDates:
Initial\VValidityDate: 2018-04-20/12:00
EndValidityDate: 2023-04-20/12:00
Issuer:
IssuerURL: IssuerURL
IssuerAlastrialD: IssuerDID
IssuerPubKey: CurrentlssuerPubKey

IssuerSignature: IssuerSignaturel

IssuerSignature: IssuerSignature...

IssuerSignature: IssuerSignatureN

PresentationDates:
InitialPresentationDate: 2018-04-20/12:00
EndPresentationDate: 2023-04-20/12:00
Recipient:
RecipientAlastrialD: ServiceProviderDID
Purpose:
ProcessHash: Hash of the process description &
permanent link to it
Signature:
SubjectPubKey: CurrentSubjectPubKey
SubjectSignature: SubjectSignature

More than a simple Credential list.

1 to N Credentials from (different)
Issuers, including their original digital
signatures.

Mandatory  Presentation Initial Validity Date
Optional Presentation End Validity Date

Mandatory Service Provider Alastria ID

Business Processor purpose, linking the user consentto the
purpose

Optional current Subject’s Public Key.
Mandatory Subject’s Signature (done with current Private Key).


https://github.com/alastria/alastria-identity/wiki/Alastria-DID-Method-Specification-(Quorum-version)

Personal data life cycle @

After receiving a Credential and Sending a Presentation

Issuers

| Check Credential E

:\ Status
|
!
0 Hash 1 e Hash 2 e Hash 3 e Hash 4 |
Credencial Credencial Presentation Presentation |
|
_________________________ i
|
['No direct personal information ! |
. Digital evidences about actions ! :
\ Uncorrelatable references A i
_________________________ I
i
Sent Received Sent Received i Status
i

Issuer Public Key User Public Key Service Provider Public Key ﬁ



Credentials 1ssuance

Private Sharing Multihashes: avoiding correlation

Header:
@context: http://schema.org
@type:Person

Subject:

did:ala:quor:redt:f7f3b448ee5103ab 84
8c217f8a899a357818c9409fd33d6fd83ababc
d76e3ea3

AttributeData: .
@LevelOfAssurance: 2 %

Passport: 73749768V
IssuanceDates:
InitialValidityDate: 2020-04-20/12:00
EndValidityDate: 2025-04-20/12:00
Issuer:
IssuerAlastrialD: IssuerProxyAddress
IssuerURL: AsklssuerURL

Santander completes the credential data
following the AlastrialD scheme

TUIIQO0IgQU5CZ2txaGtpRzI3MEIBUUVGQUFPQOFNOEF
NSUIDQ2dLQOFNRUFvWWpiemtNbXNzNkJVL2VDQIlloc
wozYKZSQIZsZEO5RGxhTTdXaFBaRWdtWWw 3QzFPYj
BrbUVQRZzIPLOdhTm9CT253cHRIeWt6dnBZUzQycnIvR
DhJCjBMZUovMmR6MHVTdFF2NmMtRREIEbU5SVHROVZ
1zcGN1QnNxVzNIMW]SeWYwSnIJMOG90MVg4TTRrMES
HVTd3NTAKOGhOUHpSWIhSUzlab2520EcvTjM1ZVBE
ViVYZjVtemNPUESIYmNvbm5SkWEhScWZMbHIYQ3hDU
zVAMHFsSkdYMQpkL29IMIhvecDdWZkIQL1VocnItTm1z
dFpzQkV2TDNmMMzMrYTQ4Mnh1Q1R2UEIRY3Y2Mk4zb
GFSMndLTOpOOUNwCkZPcHFqd114Y205b0xqYkNSSG
Q1VC8rYmdjNkRPL1hWenISREFQVMFZTFp2bThwduU1
0aGdja05JamdQT2ZXc1YKeUkrLOcxenVVSDVjYUZNaE
1hUzk1TTIhMVhOSXdKNXNGMjVQRnNBzdHRIckZYQyti
MEpTMzI1bWs1cXZ6Q2dudQowRHIXVDIWUEJOancOc
nZtaEJQbkZiLOpkWHk1ZTVaSXB4dEdScHZLWWNCeE
RrNnIxZ3Q5U0MvZTgxK3RxQ3IGCINROWNHMVFDVi9
Cblp3NGNkMUpIZTMvQUhvdDFZZVdqYjhZcEIGaWZKN
1d4RmIwZzIHSVIKWIRoOM2RDOWhyTk8KZINZSWIOPTCt
aQXIORNAOM3UwRkpUN3F0QzdDdHhQdkpudC90OEF
DRTA3ZXdna3EzTTBPem1UMIJOSWYwSGh5UwpNand
kSWhsWThRROdvVjMrekR10W5UeDYzdHZ2YUJpa1B3
dFp1Q303NmIwV2I1S3Q2UOE4MGZZzTi9RT3REZmxtC
kJ3amxUNIV2b212Z0s4QzdpSXI3UUdVQOF3RUFBUTO
9

Santander signs all the credential data with its
private key, obtaining an alphanumeric code

Hashed Data

A

Header:
@context: http://schema.org
@type:Person

Subject:

did:ala:quor:redt:f7f3b448ee5103ab84
8c217f8a899a357818c9409fd33d6fd83a6abc
d76e3ea3

AttributeData:

@Level OfAssurance: 2

Passport: 73749768V

IssuanceDates:

InitialValidityDate: 2020-04-20/12:00

EndValidityDate: 2025-04-20/12:00
Issuer:

IssuerAlastrialD: IssuerProxyAddress

IssuerURL: AsklssuerURL

TUIIQOIgQU5CZ2txaGtpRzI3MEIBUUVGQUFPQ
OFNOEFNSUIDQ2dLQOFNRUFVWW piemtNbXNzNKIVL2
VDQIlocw0zYkZSQIZSZEOSRGXhTT [...*

did:ala:quor:redt:5e13fc2d332a0
6bb66fd109006e163a9820bb784
8ff4a102c0b20bdf88ea57f4

The alphanumeric code obtained by signing the
data is added to the credential fields as well as the

Issuer's DID

* A hashis a mathematical algorithm thattransforms anyarbitrary block of data into a new character string with a fixed length

J>
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c80bb30d8ce77eclca9dba
8b8f8e24e32ff2d9685aa6
b3101ee6331480c3e408

oo

Identifier on Blockchain

The hash* obtained is recorded on
Blockchain



Credential Hashes: two different hashes

Hashed Data

1st Hash: Issuer

Header:
@context: http://schema.org
@type:Person

Subject:

did:ala:quor:redt:f7f3b448ee5103ab 84
8c217f8a899a357818c9409fd33d6fd83ababc
d76e3ea3

AttributeData:

@LevelOfAssurance: 2

Passport: 73749768V

IssuanceDates:

InitialValidityDate: 2020-04-20/12:00

EndValidityDate: 2025-04-20/12:00
Issuer:

IssuerAlastrialD: IssuerProxyAddress

IssuerURL: AsklIssuerURL

IssuerSignature: IssuerSignature

did:ala:quor:redt:5e13fc2d332a0
6bb66fd109006e163a9820bb784
8ff4a102c0b20bdf88ea57f4

c80bb30d8ce77eclca9dba
8b8f8e24e32ff2d9685aa6
b3101ee6331480c3e408

& oi:

Identifier on Blockchain

Hashed Data

>
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2nd Hash: Subject

Header:
@context: http://schema.org
@type:Person

Subject:

did:ala:quor:redt:f7f3b448ee5103ab &4
8c217f8a899a357818c9409fd33d6fd83a6abc
d76e3ea3

AttributeData:

@LevelOfAssurance: 2

Passport: 73749768V

IssuanceDates:

InitialValidityDate: 2020-04-20/12:00

EndValidityDate: 2025-04-20/12:00
Issuer:

IssuerAlastrialD: IssuerProxyAddress

IssuerURL: AsklssuerURL

IssuerSignature: IssuerSignature

did:ala:quor:redt:f7f3b448ee510
3ab848c217f8a899a357818c940
9fd33d6fd83ababcd76e3ea3

728356b4d1fa5c63fe5add
e71f71113e5068c8115409
c3cdedfbb7d3579f4bfe

e DID:

Identifier on Blockchain

-

J
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Presentation Hashes: two different hashes

Hashed Data

fgrd Hash: User

Header: Credential 1
@context: http://schema.org Credential ...
@type: Person
Subject: Credential N |

SubjectAlastrialD: SubjectProxyAddress
AttributeData:
@LevelOfAssurance: 2
address:
@type: PostalAddress,
addresslLocality: Seattle,
addressRegion: WA,
postalCode: 98052,
streetAddress: 20341 Whitworth Institute
IssuanceDates:
InitialValidityDate: 2018-04-20/12:00
EndValidityDate: 2023-04-20/12:00
Issuer:
IssuerURL: IssuerURL
IssuerAlastrialD: IssuerProxyAddress
IssuerPubKey: CurrentlssuerPubKey
IssuerSignature: IssuerSignature

IssuerSignature: IssuerSignature
IssuerSignature: IssuerSignature

ClaimDates:

InitialClaimDate: 2018-04-20/12:00

EndClaimDate: 2023-04-20/12:00
Recipient:

RecipientAlastrialD: RecipientProxyAddress
Purpose:

ProcessHash: Hashofthe process name &
description
Signature:

SubjectPubKey: CurrentSubjectPubKey

SubjectSignature: SubjectSignature

did:ala:quor:redt:f7f3b448ee5103ab848c2
17f82899a357818c9409fd33d6fd83ababc
d76e3ea3

34f3c53dobld4dbdd56483
2b4e83382fd647ba994f15
886034fd071c14ffd4fd

e DID:

Identifier on Blockchain

Hashed Data

/\Al ACTDIA
’O(I—\LHJII\IH

4th Hash: Service Provider

A

Header:

Credential 1

@context: http://schema.org
@type: Person
Subject: Cre

Credential ...

edential N

SubjectAlastrialD: SubjectProxyAddress
AttributeData:
@LevelOfAssurance: 2
address:
@type: PostalAddress,
addresslocality: Seattle,
addressRegion: WA,
postalCode: 98052,
streetAddress: 20341 Whitworth Institute
IssuanceDates:
InitialValidityDate: 2018-04-20/12:00
EndValidityDate: 2023-04-20/12:00
Issuer:
IssuerURL: IssuerURL
IssuerAlastrialD: IssuerProxyAddress
IssuerPubKey: CurrentlssuerPubKey
IssuerSignature: IssuerSignature

| IssuerSignature: IssuerSignature
| IssuerSignature: IssuerSignature

ClaimDates:
InitialClaimDate: 2018-04-20/12:00
EndClaimDate: 2023-04-20/12:00
Recipient:
RecipientAlastrialD: RecipientProxyAddress
Purpose:
ProcessHash: Hashofthe process name & description
Signature:
SubjectPubKey: CurrentSubjectPubKey
SubjectSignature: SubjectSignature

did:ala:quor:redt:4031899d20a4965636b7
5bbd34758c91c250d9ce9blfebe8c897e64
2930c4744

& DID:

Identifier on Blockchain

@ 379ab3ca5b592487234adb

821b9edea8850544c7cb71
fead4d1844015836eabd2



Personal data life cycle
Issuer Credential Revocation and User Presentation Suppression

Q (Userrequests attested
- data from Issuers

-_______________________—

_______________________

- Credentlal revocation
~S ' trough the user requires
' user collaboration

_______________________

4

| SP requests required data )
 as a Presentation Request;

' To Whom?

N /,——/The Issuer does not know

~o
~
~
-
-
-~ - -
- -
e e - — - -

which SP have received a
' glven Credential

—— -

e
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Personal data life cycle @

When the Issuer revokes a Credential

Issuers

- ———

.Credentlal -
l revocation '
0 Hash 1 e Hash 2 e Hash 3 e Hash 4
Credencial Credencial Presentation Presentation

@ % Revoked Received Sent Received  Status
Issuer Public Key User Public Key Service Provider Public Key ﬁ



Personal data life cycle

When the user Request the Suppression of a Presentation

Issuers

0 Hash 1 e Hash 2

Credencial Credencial

@ Sent Received
Issuer Public Key

User Public Key

| Presentation Pregter;tation\:
atus !
7

'Suppression; [\ -

1
1
____________ s i

e Hash 3 0 Hash 4

Presentation Presentation

AY
1
[}

% Suppress!! Re%/ed Slijppressed Status

Senvice Provider Public Key A0



Technical Overview

Available SW and documentation

—

Implemented by projects —

Implemented by Alastria —

Demo Wallet
Uses embedded Library

(Demo Entity
| Uses Swagger Services

Credentig—————»]

Subject - wallet

Presentatiion Request

Librarv and kevstore

Presentatiovl

:Service API

Library

Strongly recommended to
ensure interoperability

Issuer — Relying Party)
Service v A 4
Swagger
Library h 4
Utilities Lib User Identity Lib Transactions Lib

Smart Coniracts

Smart Contracts

Mandatory to ensure
interoperability

IdentityManager
Proxy 1 Proxy2 [-------------- One per user------------ Proxy n
PublicKeyRegistry CredentialsReagistry PresentationsRegistry
Entities Issuers ServiceProviders




Docs and Software links (@ @ ALASTRIA

Documentation description

General doc: Alastria Identity wiki https://github.com/alastria/alastria-identity/wiki

Alastria ID model presentation https://portal.r2docuo.com/alastria/document?LDDE9O6FEQ
Credential, Presentation & https://github.com/alastria/alastria-identity/wiki/Alastria-DID-Method-
Presentation Requests detailed Specification-(Quorum-version)

Definition

alastria-wallet https://github.com/alastria/alastria-wallet

Alastria Library: typespcript lib to Https://qithub.com/alastria/alastria-identity-lib

help using Solidity Smart Contracts
plus Utility Functions

Solidity Smart contracts https://github.com/alastria/alastria-identity

Examples of using Alastria Library https://github.com/alastria/alastria-identity-example

Demo SW Description

Alastria Wallet Mobile App (apk) https://www.dropbox.com/s/2dtvy8qvaxkpevh/alastriaDemoPortrait.apk?d
1=0
Issuer & Service Provider demo https://github.com/alastria/alastria-identity-serviceProvider

implementation (web page)


https://github.com/alastria/alastria-identity/wiki
https://portal.r2docuo.com/alastria/document?LDDE906FE0
https://github.com/alastria/alastria-identity/wiki/Alastria-DID-Method-Specification-(Quorum-version)
https://github.com/alastria/alastria-wallet
https://github.com/alastria/alastria-identity-lib
https://github.com/alastria/alastria-identity
https://github.com/alastria/alastria-identity-example
https://www.dropbox.com/s/2dtvy8qvgxkpevh/alastriaDemoPortrait.apk?dl=0
https://github.com/alastria/alastria-identity-serviceProvider

Practical
Implementation

A




Benefits for the user

. ) : O N \d "4
S5 > &«
e | A AN
Access to services Greater control Ease of rights
immediately of data usage exercises (GDPR)

Privacy assured No data trading Discounts and bonuses




Benefits for the companies

M \

Improves
Data quality Regulatory compliance
(GDPR)

Customer
satisfaction level

Reduces
g —==]
al Pr—
B =
\'4
Information verification ‘Problems of
costs Privacy & Security

Churn rates



Response to a real need

We carried out different user investigations before and after the Covid19 pandemic
to analyze the perceptionof users regarding the privacy of their data.

Desk research: Review of reports, papers and articles on Covid-19

Online survey carried out in UserZoom between July 13 and 26, 2020 with

N Six interviews with personalities with a strategic vision of Covid-19
ﬂ Sample size (n) = 1439 and Confidenceinterval = 95%

Main insights

Acceleration of digitization as a means of personal and work relationships
The generalized perception of obligation in the transfer of data is reinforced
Fear of the use of personal data without their own knowledge and demand for greater control over them

The Public Administration and the Banking are perceived as safe organizations in the protection of data

"
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@ DALION

“Your digital identity controlled
by yourself, to use it wherever
you want, backed by your
trusted entities”

« Collaborative project to put Alastria's identity model into
practice by integrating it with business applications.

« It aims to give people control of their personal data so
that each of us truly has a single identity controlled and self-
managed by ourselves in a safe and reliable environment

<« MVP launch on Q2 21
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g - :K Liber... bank

Santander gepror  CaixaBank

MAPFRE

linea directa

o=
iA BancaMarch B2
GENERALI

with potential to reach 30.000.000 users in Spain
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Use the Alastria identity model
Focus on supplier management
Unique identity for companies acting as suppliers or buyers

Suppliers manage their own identity, facilitating the sharing of certifications,
reducing costs and increasing security

The subject figure in this case is a legal, non-physical person

The wallet is therefore on a server, not a mobile
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o, u-port
» |nterest on a Alastria Id compatible wallet

a%a

cele's KAYTRUST by B
- ¥
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Alastria Id = Complete Suite for Identity Ecosystem
» Alastria Id compatible wallet

Other Related = Several projects

Projects

4/ \Validated ID

Always be yourself

* Onboarding, KYC & AML focus
» Collaborating with Alastria, Sovrin and DIF

JOTTWN

= Voting solutions

= Focus on Industry specific credentials
» Blockchain agnostic



EBSI - ESSIF

EBSI: European Blockchain Services Infrastructure

ESSIF: European Self-Sovereign Identity Framework

EBP TECHNICAL GROUP
EBP POLICY GROUP

S .

EBSI v2 | ESSIF | DIPLOMA | NOTARIZATION | TRUSSHTAEENDGATA
May 2021 k N & N \ ) ‘ N

: : Coordination of Debt

Unique Social _
New Use Cases Security NITIER Asylum and Equity
Procedures financing
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European Self Sovereign Identity Framework @
Added value in a decentralized identity context

Added value

Involvement of
Government services and
information.

Linking of decentralized
identity with elDAS and
GDPR.

Personal data
store/wallet

Providing (multiple)
government base identity.
Single purpose
identification.
Securetrust anchor for

Issuer Relying party
(ex. University) (ex. employer)

I Single purpose | In control S‘ingle.purpose [ issuers and credentials.

[ identification I identification | Simplification of public

I I | services and access to

| . . I ' ' I public information cross
Anchoring, Actions & Anchoring & Anchoring, Actions & border and cross sector.

I Information by trusted sources I Performing actions Verifying informati04 Standardisation of digital

interactions for citizen in
public and private sector.

European Blockchain Service Infrastructure




Next Steps

AlastrialD
= Open Source
* Open to Collaboration

Interoperability
= ESSIF
» Hyperledger

5

4&3‘3% Invitation to Hyperledger Identity WG
\V;f«!‘( = Webinar for Alastria Identity Commission



SSI Implementation

Practical Experience From
Alastria




