SSI1 And Biometrics

Building Identities for Tomorrow
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Who am I?

Two decades of experience in industry
involving large scalable projects across
verticals.
. . 0 . . M b
Blockchain Solution Architect implementing 8 G
pioneer projects on Blockchain globally. il e
Author of Amazon bestseller “BlockChain
From Concept to Execution”, “Ethereum for

BlockChain
hc: e e et Ethereum for

Architects and

Developers

Architects and Developers”, “R3 Corda for Debajani
Architects and Developers”, “Ripple and weheanny
Stablecoins: Building Banks of Tomorrow”
Author of “Blockchain for Self Sovereign s e
Digital Identity”
Keynote speaker at many national and Blockchain
International events, Mentor, Practitioner fFor Self
Working with Earthld to build Nextgen g?g‘gf;?'gn
Decentralized Identity Solution with .

y Identity -

advanced Biometrics

Inter
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Why Blometrlcs for Authentication?
T al
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Userld & Passwords Vs. Biometrics

X %k X Xk

=== ==

User Ids & Passwords are hassles
Most passwords are easy to guess
Resetting Needs maintenance

Userld (Mobile#, Emailld etc.) can
change

Can be stolen by hackers through
social engineering techniques

Often same Userlds are used leading
to co-relation
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How Biometrics Works
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Fingerprint Extracting Mapping The biometric
scan unique unique template:
biometric biometric a binary

features features representation
of unique
features

& 1101011101000
0101001101001

’/»\\ 1011101001110
( \ 1101011101000

0101001101001
1011101001110
1101011101000

0101001101001
1011101001110
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Source: https://losspreventionmedia.com/the-best-kept-secret/



How Biometrics Works

Image Archive
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Biometric effectiveness
» False Acceptance Rate
» False Rejection Rate
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Issues in Biometrics Solutions
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e Disqualification for Injuries *

FAR & FRR

e Vulnerable to data breach

e Discomfort

* Expensive
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Physiological

Behavioral

Types of Biometrics

Signature
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v" Privacy
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v" Cost Effective
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» Security » Privacy

» Ease of use » Health &

» Cost effective Hygiene
» Exclusions
» Accuracy
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» Health &

Hygiene
» Ease of Use

» Privacy
» Accuracy
» Security

» Cost Effective

> Exclusion
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Retina

Retina

» Security » Ease of Use
» Accuracy » Health &

» Privacy Hygiene
» Exclusion
» Cost Effective
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Accuracy » Ease of Use

Privacy
Health &
Hygiene
Security
Cost Effective
Exclusion
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Security

Accuracy
Privacy
Health &
Hygiene
Exclusion
Ease of Use

» Cost Effective
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Comparison of FAR/FRR & Comfort Level

Source: https://keyo.co/biometric-news/fingerprint-vs-palm-vein

N d
False Acceptance Rate (FAR) and False Rejection Rate Comparison
Autentification Method FAR (%) if FRR (%)
Face
Recognition
Face Recognition ~13 ~2.6
3 Voice Signature ) )
2 e IFFexcs Voice Pattern ~0.01 ~03
o
hA Fi
w nger Vein . .
] Fingerprint ~0.001 ~0.1
w ;
Finger Print
Finger Vein ~0.0001 ~ 0.01
Iris/Retina ~0.0001 ~ 0.01
Palm Vein <0.00001 ~0.01
A\
Accuracy
- . . General Comfort with Biometric Types
Bio feature Security level Accuracy Efficiency
Iris High High Average
Finger print Average Average Average [[g. recognition 34.30% 36.91% 19.56% 9.23%
Face Low Low Average Fingerprint scan 57.72% 28.36% 5.02% 4.91%
Hand A A A Voice recognition 36.47% 37.68% 17.64% 8.22%
an geometry verage verage verage Signature dynamics 38.68% 36.27% 17.94% 7.11%
Voice Low Low Average || Typingdynamics  36.07% 35.07% 20.24% 8.62%
Fineer vein Hich Hich Hich Facial recognition 32.83% 36.75% 20.18% 10.24%
2 2 g 2 Hand geometry 40.42% 36.91% 16.95% 5.72%
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https://keyo.co/biometric-news/fingerprint-vs-palm-vein

Spoofing

Presentation Attack (1) Indirect Attack(2-7)

genuine
P indirect attacks
: 1
- Makeup Pre-processing Feature . !
< . # - Surgery and Fgce Extraction Classification ‘
- | Detection |
| D I
_ A FF |
4 4 4 4
3D mask Video Others ] m m T}
- v > S A S |
X 1] 2 3 5| 7

Anti Spoofing Techniques
* Challenge-response method/Liveness Detection Test ﬁ

» Smiles - "
. . . - v — =
» Facial expressions of sadness or happiness v, = -l v
. O th Blink Shake head Nod head
 Sensors & Dedicated hardware pen motth i eyes ae hea oches
* Algorithms
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Source: https://towardsdatascience.com/facial-recognition-types-of-attacks-and-anti-spoofing-techniques-9d732080f91e
httos://elobal faceid com/products/liveness-detection



https://towardsdatascience.com/facial-recognition-types-of-attacks-and-anti-spoofing-techniques-9d732080f91e
https://global.faceid.com/products/liveness-detection

Palm Vein

Vein
Identification

Basilic *

oo
Bardia - i S

Dorsal
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Introduction To SSI
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Self Sovereign Digital Identity

User’s Wallet

[ @ )
Verifier

et P v INTEGRITY
[ v
‘ Issue Credentials Present Credentials l l l v OWNERSHIP
l l l AN \ *Personal data N PRIVACY

— \ *Employment data v SECURITY
N\ *Banking data
N\ «Credit Rating data v' VALIDITY

\\\ \ Revoke
O\ - / @

\\ \ Verifies if valid
\\ \ from Blockchain

\
Reference goes . \
\
\
\
\
\
\
\
| l .

to Blockchain
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SSI in Real Life

Issuers User/Holder

ymmm==—=n . Issues Birth & Healthcare
1 VC

Healthcare Status

ilssues National Id VC
| Citizenship Status
. Issues Educational — Educational Status

VvC
Employment Status

Issues Employment
VC

Creates/Revokes Reads DID
Reference to VC

Public Blockchain
Trust Anchor

Shares

Personal Data

f

-

\

J Traditional VC

N ZKP & Selective

Disclosure

\)
? Self Attested
»

Verifiers

o - - — -

Bank Museum

>
5

_/

(Public DIDs, Reference to Claims, Revocation Registry)
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Complexity of SSI Network

WEB OPEN SOURCE DECENTRALIZED-
STANDARDS BLOCKCHAIN IDENTITY NETWORKS

\ ||
%) (9. (93 [(9
/ ﬁ}]/

Think of thevarious enablers and influencers
to decentralized identity as a solar system.

Ref: https://www.rebootcommunications.com/wp-content/uploads/2018/06/2019-0248C-Gov-Verifiable-Org-Network-Undgflying-Technology-P$V2019.pdf
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System Architecture

rganization
Issuer/Verifier

3 Encrypted
: Data in

Data Vault | I

Biometrics
Templates :.: Cloud Storage

ocal Storage

Encrypted
Data in Data
Vault

> .
: Biometrics :
: Templates :
“ ”'.

Encrypted
Data in Data
Vault

*
‘eassnsssssssssssEnnnnnnn®

Local Storage

Public DLT

DIDs, Reference Hash of Claims, Revocation Registry
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Run by Validator Nodes
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) Earthid’s Next Gen Authentication
With Decentralized Biometrics

Debajani Mohanty, Earthld 23



Next-Gen Authentication With Decentralized Biometrics

1. Earthld Captures

Biometrics after n

Liveness check &
Issuer Converts to template

2. Biometrics Template

A
T

3.
* Background
Verification
 Deduplication 4. Reference Hash
. Template goes to BIOCkChain
Storage

v

Centralized Biometric
Template DB

' User/Holder
N

5. User logs in matching
Live Biometrics

Verifiers
N

i
iometrics iempilates - 'I"II'

_ 1 i/ 8. User is authenticated

6. Template Hash

a

7. Search Hash

Culedger Authentication

N
(@Memberposs s

ULedger list: 2 .
public roticoor . Digital Trust Registry™
Digital D "

Public, Permissioned Distributed Ledger Technology
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Live Use Cases
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Use Case: iRespond
With IRIS Detection & No Mobile Device

User Journey e N

F

Provide legal credentials l l l l l

g <8
Ministry of
Internal Affairs

certify / F

provide
digital
cred. &

training

Border Patrol

certify /Aprowde QIgltal Notary
credentials & training
Local NGOs
@ Child’s custodian

e i.e. parent, social worker
Creates Digital POA =

A

VOd [eNBIq sl @

Child Child
“ =
’ Cloud Agent
wer of Third Party / | Third Party /
OA) New Custodian | New Custodian @ Encryption Keys
|
‘l [¢=| BeR Verifiable Claims
DID Layer —
= - -9 Verifiable Profile
Blockchain registry o 0 | Verifiable Credential |
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https://www.biometricupdate.com/202007/from-stateless-to-self-sovereign-a-project-that-gives-life-long-identity-to-the-worlds-invisibles-beginning-at-birth
https://ideas.unite.un.org/blockchain4humanity/Core/Download/?docid=397



https://www.biometricupdate.com/202007/from-stateless-to-self-sovereign-a-project-that-gives-life-long-identity-to-the-worlds-invisibles-beginning-at-birth
https://ideas.unite.un.org/blockchain4humanity/Core/Download/?docid=397

Use Case: Airports of Tomorrow
With Facial/Behavioral Biometrics

behavioural
iometrics

* No more kiosks 5 Body signals
GUI Interaction g:i:(j:li

* No more Queues 3 |
* Automation of g

o

Check-in & Boarding Signature Eingerrin
g
h low Discriminatory Power high
Debajani Mohanty, Earthld 27

iris recognition technology that works even with walking subjects

Source: https://www.delltechnologies.com/en-us/perspectives/how-blockchain-will-redefine-the-airport-experience/
https://www.nec.com/en/press/201911/global 20191106 01.html

https://link.springer.com/chapter/10.1007/978-94-007-3892-8 10



https://www.delltechnologies.com/en-us/perspectives/how-blockchain-will-redefine-the-airport-experience/
https://link.springer.com/chapter/10.1007/978-94-007-3892-8_10
https://www.nec.com/en/press/201911/global_20191106_01.html
https://www.nec.com/en/press/201911/global_20191106_01.html

SSI Success Factors

4

Scalability
Integration of J

Biometrics Throughput

Valldator Nodes

Cybersecurit
For DLT 4 ¥

Selective Disclosure Interoperab|l|ty

& ZKP
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Thank You & Questions

Debajani
Mohanty

Follow me on twitter:
https://twitter.com/debimr75
With pioneer use cases and
comparative study of SSI

Follow me on LinkedIn: i e e

uPort & Civic, Hyperledger's
Indy & Aries, Microsoft's

https://www.linkedin.com/in/debajanim QNS Hesfeepiis ety
ohantypmp/ Blockchain

For Self
Sovereign
Digital
Identity

Inter

Security

Throughput
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