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Who am I?
• Two decades of experience in industry 

involving large scalable projects across 
verticals. 

• Blockchain Solution Architect implementing 8 
pioneer projects on Blockchain globally.

• Author of Amazon bestseller “BlockChain 
From Concept to Execution”, “Ethereum for 
Architects and Developers”, “R3 Corda for 
Architects and Developers”, “Ripple and 
Stablecoins: Building Banks of Tomorrow” 

• Author of “Blockchain for Self Sovereign 
Digital Identity”

• Keynote speaker at many national and 
International events, Mentor, Practitioner

• Working with EarthId to build Nextgen 
Decentralized Identity Solution with 
advanced Biometrics
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Agenda
Ø Importance of Biometrics in Authentication

Ø Types of Biometrics with Pros & Cons

Ø Issues in Biometrics Solutions

Ø Introduction to SSI 

Ø EarthId Solution 

Ø Use Cases

Ø Questions & Answers
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Why Biometrics for Authentication?
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UserId & Passwords Vs. Biometrics
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User Ids & Passwords are hassles Biometrics are for ever

Most passwords are easy to guess Biometrics can’t be guessed

Resetting Needs maintenance No need for resetting

UserId (Mobile#, EmailId etc.) can 
change

Most biometrics do not change the 
pattern for a long period

Difficult and expensive to steal and 
reuse

Can be stolen by hackers through 
social engineering techniques

Often same UserIds are used leading 
to co-relation

Co-relation is not easy and very 
difficult to counterfeit
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How Biometrics Works
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Source: https://losspreventionmedia.com/the-best-kept-secret/
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How Biometrics Works
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Biometric effectiveness
Ø False Acceptance Rate
Ø False Rejection Rate
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Issues in Biometrics Solutions

• Vulnerable to data breach

• Disqualification for Injuries 

• FAR & FRR

• Discomfort

• Expensive
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Types of Biometrics
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ü Security
ü Accuracy
ü Privacy
ü Ease of Use
ü Health & Hygiene
ü Cost Effective
ü Exclusions
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Fingerprint
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Pros Cons
Ø Security
Ø Ease of use
Ø Cost effective

Ø Privacy
Ø Health & 

Hygiene
Ø Exclusions
Ø Accuracy
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Facial Recognition
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Pros Cons
Ø Health & 

Hygiene
Ø Ease of Use
Ø Cost Effective
Ø Exclusion

Ø Privacy
Ø Accuracy
Ø Security
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Retina
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Pros Cons
Ø Security
Ø Accuracy
Ø Privacy

Ø Ease of Use
Ø Health & 

Hygiene
Ø Exclusion
Ø Cost Effective
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Iris
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Pros Cons
Ø Accuracy
Ø Privacy
Ø Health & 

Hygiene
Ø Security
Ø Cost Effective
Ø Exclusion

Ø Ease of Use
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Palm Vein
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Pros Cons
Ø Security
Ø Accuracy
Ø Privacy
Ø Health & 

Hygiene
Ø Exclusion 
Ø Ease of Use

Ø Cost Effective
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Comparison of FAR/FRR & Comfort Level

Source: https://keyo.co/biometric-news/fingerprint-vs-palm-vein
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Spoofing
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Presentation Attack (1) Indirect Attack(2-7)

Source: https://towardsdatascience.com/facial-recognition-types-of-attacks-and-anti-spoofing-techniques-9d732080f91e
https://global.faceid.com/products/liveness-detection
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Anti Spoofing Techniques
• Challenge-response method/Liveness Detection Test

Ø Smiles
Ø Facial expressions of sadness or happiness
ØHead movements

• Sensors & Dedicated hardware
• Algorithms

https://towardsdatascience.com/facial-recognition-types-of-attacks-and-anti-spoofing-techniques-9d732080f91e
https://global.faceid.com/products/liveness-detection


Liveness Detection Test Not Needed in 
Palm Vein

Debajani Mohanty, EarthId 17



Introduction To SSI
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Self Sovereign Digital Identity

ü Integrity
ü Ownership
ü Privacy
ü Security
ü Validity

Revoke
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SSI in Real Life
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Issues Birth & Healthcare 

VC

Issues National Id VC

Issues Educational 

VC

Issues Employment

VC

Healthcare Status

Citizenship Status

Educational Status

Employment Status

Issuers User/Holder Verifiers

Public Blockchain

Trust Anchor
(Public DIDs, Reference to Claims, Revocation Registry)

Creates/Revokes

Reference to VC

Reads DID Reads Reference 

to VC

Traditional VC

ZKP & Selective 

Disclosure

Self Attested

Shares 

Personal Data
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Complexity of SSI Network

Ref: https://www.rebootcommunications.com/wp-content/uploads/2018/06/2019-02-BC-Gov-Verifiable-Org-Network-Underlying-Technology-PSV2019.pdf
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Encrypted 
Data in Data 

Vault

Biometrics
Templates

Encrypted 
Data in 

Data Vault

Biometrics
Templates

Public DLT
DIDs, Reference Hash of Claims, Revocation Registry

Run by Validator Nodes

Local Storage Local Storage

Encrypted 
Data in Data 

Vault

Cloud Storage

System Architecture
Alice Organization

Issuer/Verifier
Bob

Cloud Storage
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EarthId’s Next Gen Authentication 
With Decentralized Biometrics
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Next-Gen Authentication With Decentralized Biometrics
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Public DLT

Biometrics Templates

User/Holder

Issuer

3. 
• Background 

Verification
• Deduplication 
• Template 

Storage

2. Biometrics Template

1. EarthId Captures 
Biometrics after 
Liveness check &
Converts to template

Centralized Biometric
Template DB

4. Reference Hash
goes to Blockchain

Verifiers5. User logs in matching 
Live Biometrics

6. Template Hash

7. Search Hash

8. User is authenticated

CuLedger Authentication



Live Use Cases
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Use Case: iRespond

With IRIS Detection & No Mobile Device

https://www.biometricupdate.com/202007/from-stateless-to-self-sovereign-a-project-that-gives-life-long-identity-to-the-worlds-invisibles-beginning-at-birth

https://ideas.unite.un.org/blockchain4humanity/Core/Download/?docid=397
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Use Case: Airports of Tomorrow 

With Facial/Behavioral Biometrics

• No more kiosks

• No more Queues

• Automation of 

Check-in & Boarding
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Source: https://www.delltechnologies.com/en-us/perspectives/how-blockchain-will-redefine-the-airport-experience/

https://link.springer.com/chapter/10.1007/978-94-007-3892-8_10

iris recognition technology that works even with walking subjects

https://www.nec.com/en/press/201911/global_20191106_01.html
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SSI Success Factors

Scalability 

Throughput

Cybersecurity

InteroperabilitySelective Disclosure 
& ZKP

Validator Nodes
For DLT

Integration of 
Biometrics
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Thank You & Questions

• Follow me on twitter:    
https://twitter.com/debimr75

• Follow me on LinkedIn: 
https://www.linkedin.com/in/debajanim
ohantypmp/

Debajani Mohanty, EarthId 29

https://twitter.com/debimr75
https://www.linkedin.com/in/debajanimohantypmp/

