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Problem Statement |

m Events are recorded as logs.

m Logs are used for Debugging, Capacity Planning, Accounting
etc.

m Regulatory Authorities and Investigating agencies needs logs!
m Legacy log systems are mostly tamperable!

m WORM devices can address the issue (reasonably trustable)

but it is costlier! E

m Solution - Blockchain ? Immutability -
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Overview |

Work = {Phase-1, Phase-2}

Two Styles of Blockchain Implementation. Style-1 and Style-2

m Blockchain Platform - Hyperledger Sawtooth Platform on
Ubuntu

m Consensus Algorithm - PBFT

Programming Language - Rust @
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Overview I

m Implementation - 4 Nodes Blockchain Cluster in AWS (for
each Style)

m Style-1 - Single State - Multiple Data ( Transaction digging
m Style-1 - Multiple States ( No Transaction digging

m Off-Chaining - Logs are taken as file-blocks - Size-1024000
bytes = SHA256

m Partial Trust Establishment @
4
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Literature Survey |

m Benedikt Putz,.., " A secure and auditable logging
infrastructure based on a permissioned blockchain” Elsevier
Nov 20109.

m Dr.Manish Kumar,.., "Secure Log Storage Using Blockchain
and Cloud Infrastructure”, 9th ICCCNT-2018, 11Sc Bangalore

m Miguel Castro and Barbara Liskov, " Practical Byzantine Fault

Tolerance”
m Vitalik Buterin "White Paper - Next Generation Smart
Contracts and Decentralized Application Platform” @
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Literature Survey Il

m Logan Seeley "Introduction to Sawtooth PBFT" Blog
Hyperledger Sawtooth,Feb 2019

m Online Sites, Videos, Hyperledger and Rust forums, emails etc.
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System Architecture |

Blockchain Nodes

Transactions
(REST-API)

Log Network
(RELP) Blockchain Network

(PBFT)

Log Sources

Node-2

€= ———

Transactions
(REST-API)

Blockchain Nodes

Base Architecture

Drawn using dia ‘
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System Architecture |

m Logs to be delivered to all Blockchain nodes preferably in real
time.

m Transport Example-rsyslogd with Reliable Event Log Protocol

m Transactions are generated by the clients associated with the
log source. They sent to the Blockchain Network at fixed time
(may be periodically).

m Each transaction represents a fixed size file-blocks in the log.
The transaction payload comprises of file-block boundaries @

and its hash
g
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System Architecture |l

m Partial Trust Establishment

m After block generation and its addition to blockchain, the logs
in the blockchain nodes can be removed.
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Software Modules |

m Top Level Modules - Client Module, Transaction Processor
Module, Verification Module.

m Client - On behalf of log source.
Log stream = " Trans. Batches” = Sawtooth Validator.

m Transaction Processor (TP)-Business Logic - runs in every
node.

m Transaction Processor - Semantic Validation of Transactions. @
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Software Modules |l

m Semantic Validation - Hashes in Transactions are valid ?.
Computes independently.

m PBFT ensures that the committed blocks are valid

m Verification Module - Given log - Integrity Checks - Partial
Trust

m Programming Language - Rust

FC)
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Client-Payload |

id:u32 id :u32
start_byte : u32 start_byte : u64
end_byte : u32 end_byte : u64
data_hash_value : [u8:32] data_hash_value : [u8;32]

S o

m Payload is serialized using CBOR

te of Science & Technology

Trustable Logs using Blockchain



Client-Payload Generation

Read
File-Blocks

Generate_Payload

Payload_List

Trans Count
or EoF

To Batch
Generation
submission

[EoF
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Client-Overall Flow-1
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Client-Overall Flow-2
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Batch Generation Flow

Transaction_List

Get
Transaction IDs

Trans. IDs

Batch_Header
Bytes (Serialized)

Keys

@

BatchList
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Transaction Processor Module

m Runs in every Sawtooth Node.
m Multiple Transaction Processor can run at a same time.

m get/set methods. set method is used to "set” the State with
payload.

m Validator calls apply method of the TP which it implements.

FC)
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Transaction Processor - Placement

Validator

“register(

set/set()
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Transaction Processor- Flow

add_handler()

\ get/set [TmecessRequesg [Trfut Obj: TransactionConlext) ",

MyHandler
<T: TransactionHandler>

. Register

" parameter . parameter

family_name()
family_versions()
namespaces()
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Verification Module

m Log source presents log stream for auditing.

m Verification program, compares the hash of submitted
file-blocks with the payload data in the blockchain.

m Style-1 Verification - Digs Transactions from blockchain.
m Style-2 Verification - Takes payload in States

m REST-API for extracting blocks or States from the bIockchain@
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Style-1 Client (shows client and a TP)

clent2

13312001 rans Header size: 456
14336000 05ddbba63fe6abc598C71 fd87a0bd64a2 1c6cF2393af5934dbe]
o5af3ae8e2fd7802415a5 FabdfSaaef3a5c4650d446329aab6713b71100b69b623568b2257eb98d2bab6
C5XG:13312600,14335999, 95af3ae8e2fd7862415a5FabdSaaef3.CBOR: a4626964016a737461727457627974651a00Fa000168656264562797 4651201690006 76461
Transaction Processor is called! 16c7565982012184a184a1836181186e1861897061811897185c189e0b1871186a185118d718701)
14336001 41880182a185d18221822188b1825182b
15360000 Trans Header size: 456
cfldbSalc@ec51c85784c2093fdS 52b769ad7e3256435e4512/ e6aeb1f49d8abcba23460a267f019ed33a23c2b4ba399472b0337af886535F258bda522bb9%eatog
C5XG:14336000, 15359999, cF1dbSalc@ecs1c85784c2093fd5ebca 519c552b1b1795044F 7bdcaF1d50
Transaction Processor is called! CBOR: a4626964016a73746172745f627974651a0109a00168656e6451627974651a011940006 6461
15360001 16c75659820184318ac 1870188189018 1874080718 F1830187b18bal1849182c182218c218b318
16384000 8581857189118118261874186b0018a7
fdba 770235604 {Trans Header size: 456
CSXG:15360000, 16383999, fdb4265495e581f4a67770aa56e41f5814b96f fAF 381 fa89a5339b7979bafa2341d93482d16e29238ed3f00dace649C6401d95b70245b78395¢)
Transaction Processor is called! 3ffdsaebc72ad92ealaf5e67166¢
16384001 CBOR: a4626964016a73746172745627974651a0119400168656e6457627974651a01280006 f6461
17408000 16c756598201884187189218dF188b18cb1897188718510c18a7186d182818671894184618F 21835
12428236e16e6F97061F975c920b716a51d770F7F048ee8A802a502(4182118971847181b18491845186e18731859
CSXG:16384000,17407999,12424a36e16e6f97061975c9e0b716a!Trans Header size
Transaction Processor is called! 56b75f64ceea572ef1619887FF8a33705d1637905441b6cd5da7a2325931612c87c26c5b882cd9e
17408001 2ec020272765ab88F51d679496
18432000 CBOR: a4626964016a73746172745F627974651a01282001686562645F6279746512013437 066461
43ac70c890fc 911ee(16c75659820182c18a818d618410618ee18Fd18ac182418a2189¢185618b81846182b041018b 1853
CSXG:17408000, 18431999, 43ac70c89@F 740807 c F307bbad9ec22(118c F101828186e18e1183e18490a
Transaction Processor is called! Trans Header size: 456
18432001 14185¢f711686bc55f064Fd8c1a257096be5caf5dc273210Fabf 26d6a1FF85e9a516a680F9edalf]
19456000 3b3bc94a490dFc31F206ca3dcoB9
787510ca76d286 1974716400 of txns are 20

CSXG:18432000, 19455999, 84c792df8bcb9787510ca76d28679446 Inside batch fun size is 14171
Transaction Processor is called! aa3bacbebfaddfbSae69f3b8d3F5202a8F236259316¢1d81cbd7750c 003397 aea78e3b3adb8d7
19456001 7baazedaee046F3b157b761124d7
20199360 Batch list size is 16997 bytes
2ca8d6d106eefdaceda29e56b8462b0410bF53Fdde3d18alcF10a86Before send
CSXG:19456000, 20199359, 2ca8d6d106eefdaceda29e56b8462b04 After send

sxg@noded:~/client2$ /

the more likely ant
. « £ A0z m/m
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[Po |8
Local files
&
Nare

o e

Style-1

lbuild_script_main-f9b76f1909b6abab
[build_script_main-fob70f1909b6abas

build_script_build-022697160e83be2b.Result Okay
Mbuild-script-build
Blbuild_script_build-622697166e83be2b

output

invoked. timestamp

stderr

Start Byte

Blockchain hash :

resto-5d7bd186ad3efda3 Result Okay

csxg@noded:~/Rust/projects/sawtooths

sxg@noded: ~/Rust/projects/sawtooth$

sxg@noded: ~/Rust /projects/sawtooth$ stant Byte

sxg@noded:~/Rust/projects/sawtooth$ nd  Byte

sxg@noded:~/Rust/projects/sawtooth$ File hash

sxg@noded

sxg@noded: ~/Rust/projects/sawtooth$ Result Okay

sxg@noded: ~/Rust/projects/sawtooth$

sxg@noded: ~/Rust/projects/sawtooth$

scp -rp /home/sxg/Rust/projects/sautsStart Byte

scp -rp /home/sxg/Rust/projects/sawtend  Byte
1 File hash

Blockchain hash :

sxg@noded:~/Rust /projects/sawtooth$ Result Okay

sxg@noded:~$ ./copynodes norC

sxg@noded:~$ ~C

sxg@noded:~$ ./copynodes noded rest start Byte

verify.rs

rest_res.

block_tools.rs
Result Okay

Blockchain hash :

~/Rust/projects/sawtooth$ Blockchain hash :

Blockchain hash :

Verification-1

db4265495e581F4a67770aa56e41f58ad45b6a26080608868e3a581b12cbsa

16384001

: 17408000
: 12424236e16e6f97061F975c9e0b716a51d770f7f048eeB84802a5d2eaagb252b

12424236e16e6F97061975c9e0b716a51d77617 f04Bee84802a5d2eaa8b252b

: 17408001
: 18432000
: 43ac70c890fc740807CF:

46b0)

43ac70c890fc740807cF307bbad9ec22c2b3ac536e9a6d5857911ee6746b00a7

: 18432001

: 19456000
: 84c792df8bcb9787510ca76d28679446Fa35e1bdbeecadal97471b49456e7359

84c792df8bcb9787510ca76d28679446Fa35e1bdbeecadal97471b4945627359

: 19456001

20199360
2ca8d6d106eefdaceda29e56b8462b0410bF53Fdde3d18alcF10a86ee13e490a

2ca8d6d106eefdaceda29e56b8462b0410bF53Fdde3d18alcf10a86ee130490a

/rest$ 1s -1 testfile
- 1 sxg sxg 20199360 Jul 10 16:56 testfile

T028PM
3 A ) gy [

L] Ld
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Style-1 Verification-2 (shows False)

0] File hash : 5 8ad4s

. Blockchain hash : f
Services v Resource Groups v, 201707

o
1w EC2 Experient
New EC2 Experience o
: 16384001
@ 17408000
124a4a ) b716251d770F7f048ee84802a5d2eaa8b25
Events lockcha sh : 124ada36el6 0b716a51d7707f048ee84802a5d2eaa8b252b
© °
Limits
¥ Instances
> Node3
Nods7
g InstanceTypes Noder
° Launch Templates B e
242197471b4945
(5] . ecadal97471b49456e7359
Instance: | 1-0csbabod
©}

Description
: 1945/
20199360
b9ebaa7F2f0886d1! e 9a351ae86124d81816d5424a4C68:
: 2ca8d6d106eef: bf53fdde3d18alcf10a:

v Images

® Feedback @ English (US)

1031PM
O Type here to search i)
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Style-2 Verification-1 (shows False)

~/Rust/projects/s

Services v Rescfile Block hash : skuzaleeeenzdezzzrmzznenazuw(esusmmzawaudr7ssdesszzzsad
Payload hash  : 5c4f341000eb3ae232fb122be738213cbfO6cc67d1024100daf798ae593235da

LauncResult: true

br12

BDNS (1Pva)
: AE»SQSSFBWZ](S365d5968176A5bd(2b6FZedFd39595299da6187d185939‘2(6A
: 46896afb37; 17645bdc2bof2e:
Limits 6-88.us-¢

174us
¥ Instances
611270

State Address
Transaction number: 10
File Block hash : a92bled47a0576caSbfbda3f3977d0abe8bS97e62f6909af58Fda72468624947
Launch Templat Payload hash : a92bled47a0576ca5bfbda3f3977d0abe8b597e62f6909af58fda72468624947
. [Result: true

1
BaaFile Block hash : @fc8b54b92286827cd1712f68d4610123fdb5564a499976adb7@baclcce5ecd
: 86a3b5d2d83c05cf27eccfebdfcd989a514ec@4c83cFibbabd6aclal2cde215

Result: false

[sxg@nodes : ~/Rust/projects/sautoothl/rest$
© 2008 - 2020, Amazon Interet Services Prvate L1 or s afiates. Al ights reserved.  Prvacy Policy  Terms of Use

% <o £ AB g ol O
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Conclusion |

m The parameters (stream name, file-block size) may be passed
as arguments. Run time parameterization may be
implemented in future.

m Persistence System may help to update blocks in near real
time.

m The use of Generics in programming may help better code
organization.

m A exhaustive testing is required and VA may be done @
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Conclusion Il

m The log transport mechanisms to be studied and to go beyond
RELP. Other log architectures to be considered.
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Challenges |

m Lack of Text material for Blockchain
m Sawtooth Programming documentation may be improved.

m Rust - intimidating and lot of concepts to be absorbed.
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