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Problem Statement I

Events are recorded as logs.

Logs are used for Debugging, Capacity Planning, Accounting
etc.

Regulatory Authorities and Investigating agencies needs logs!

Legacy log systems are mostly tamperable!

WORM devices can address the issue (reasonably trustable)
but it is costlier!

Solution - Blockchain ? Immutability
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Overview I

Work ⇒ {Phase-1, Phase-2}

Two Styles of Blockchain Implementation. Style-1 and Style-2

Blockchain Platform - Hyperledger Sawtooth Platform on
Ubuntu

Consensus Algorithm - PBFT

Programming Language - Rust

S.Gopinath BSA Crescent Institute of Science & Technology

Trustable Logs using Blockchain



Overview II

Implementation - 4 Nodes Blockchain Cluster in AWS (for
each Style)

Style-1 - Single State - Multiple Data (Transaction digging

Style-1 - Multiple States ( No Transaction digging

Off-Chaining - Logs are taken as file-blocks - Size-1024000
bytes ⇒ SHA256

Partial Trust Establishment
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Literature Survey I

Benedikt Putz,.., ”A secure and auditable logging
infrastructure based on a permissioned blockchain” Elsevier
Nov 2019.

Dr.Manish Kumar,.., ”Secure Log Storage Using Blockchain
and Cloud Infrastructure”, 9th ICCCNT-2018, IISc Bangalore

Miguel Castro and Barbara Liskov, ”Practical Byzantine Fault
Tolerance”

Vitalik Buterin ”White Paper - Next Generation Smart
Contracts and Decentralized Application Platform”
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Literature Survey II

Logan Seeley ”Introduction to Sawtooth PBFT” Blog
Hyperledger Sawtooth,Feb 2019

Online Sites, Videos, Hyperledger and Rust forums, emails etc.
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System Architecture I

Drawn using dia
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System Architecture I

Logs to be delivered to all Blockchain nodes preferably in real
time.

Transport Example-rsyslogd with Reliable Event Log Protocol

Transactions are generated by the clients associated with the
log source. They sent to the Blockchain Network at fixed time
(may be periodically).

Each transaction represents a fixed size file-blocks in the log.
The transaction payload comprises of file-block boundaries
and its hash
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System Architecture II

Partial Trust Establishment

After block generation and its addition to blockchain, the logs
in the blockchain nodes can be removed.
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Software Modules I

Top Level Modules - Client Module, Transaction Processor
Module, Verification Module.

Client - On behalf of log source.
Log stream ⇒ ”Trans. Batches” ⇒ Sawtooth Validator.

Transaction Processor (TP)-Business Logic - runs in every
node.

Transaction Processor - Semantic Validation of Transactions.
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Software Modules II

Semantic Validation - Hashes in Transactions are valid ?.
Computes independently.

PBFT ensures that the committed blocks are valid

Verification Module - Given log - Integrity Checks - Partial
Trust

Programming Language - Rust
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Client-Payload I

Payload is serialized using CBOR
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Client-Payload Generation
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Client-Overall Flow-1
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Client-Overall Flow-2
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Batch Generation Flow

S.Gopinath BSA Crescent Institute of Science & Technology

Trustable Logs using Blockchain



Transaction Processor Module

Runs in every Sawtooth Node.

Multiple Transaction Processor can run at a same time.

get/set methods. set method is used to ”set” the State with
payload.

Validator calls apply method of the TP which it implements.
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Transaction Processor - Placement
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Transaction Processor- Flow
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Verification Module

Log source presents log stream for auditing.

Verification program, compares the hash of submitted
file-blocks with the payload data in the blockchain.

Style-1 Verification - Digs Transactions from blockchain.

Style-2 Verification - Takes payload in States

REST-API for extracting blocks or States from the blockchain.
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Style-1 Client (shows client and a TP)

S.Gopinath BSA Crescent Institute of Science & Technology

Trustable Logs using Blockchain



Style-1 Verification-1
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Style-1 Verification-2 (shows False)
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Style-2 Verification-1 (shows False)
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Conclusion I

The parameters (stream name, file-block size) may be passed
as arguments. Run time parameterization may be
implemented in future.

Persistence System may help to update blocks in near real
time.

The use of Generics in programming may help better code
organization.

A exhaustive testing is required and VA may be done
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Conclusion II

The log transport mechanisms to be studied and to go beyond
RELP. Other log architectures to be considered.
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Challenges I

Lack of Text material for Blockchain

Sawtooth Programming documentation may be improved.

Rust - intimidating and lot of concepts to be absorbed.
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