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Next generation "virtual" credentials securely stored in 
mobile devices or cloud hosted and accessed via 
biometric authentication giving travelers the opportunity 
for document-free travel between participating 
countries. 
https://www.icao.int/Meetings/TRIP-Symposium-2016/Documents/Cole.pdf

KTDI DTC

Supports multiple verified, trusted attestations from government 
or non-government issuers

Supports one verified, trusted attestation from a government issuer

Supports Selective Disclosure of verified, trusted attestations Supports all or nothing disclosure of verified, trusted attestations

Allows the issuer to revoke a specific attestation that it issued to 
an individual

Supports revocation of Country Signing Certificates which typically affects 
thousands of identities

Utilizes a Decentralized Public Key Infrastructure so no 
intermediary is needed to determine if a credential is valid or if it 
has been revoked

Utilizes a Centralized Public Key Infrastructure which must be consulted to 
determine if a credential is valid or if it has been revoked













KTDI Video
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WHY STANDARDS
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Why do we need IT standards?

For any given technology, industry standards assure the 
availability in the marketplace of multiple sources for 
comparable products

• They foster wide spread adoption

• They reduce time-to-market

• They facilitate interchange and /or interoperability

• They reduce risk to integrators and end users

• They reduce vendor “lock-in” effect

• They are a sign of industry maturity

• Provide a common means to define, measure, and test:
o Quality
o Performance
o Security
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International

National

Other

Federal Agency for
Technical Regulation 
and Metrology
(Rosstandart)



STANDARDS BODIES (PARTIAL)

26

Subcommittee
ISO/IEC JTC 1/SC 37

Biometrics

Subcommittee
ISO/IEC JTC 1/SC 27
Security Techniques

Subcommittee
ISO/IEC JTC 1/SC 17
Cards and Personal

Identification

Joint Technical 
Committee

ISO/IEC JTC 1

Technical 
Committee

...Subcommittee
ISO/TC 307
Blockchain

...

190 published 
standards

3241 published 
standards

130 published 
standards

107 published 
standards

1 published standard
(10 under development)

Participating countries: 44
Observing countries: 13

Creation date: 2016

Standardisation of blockchain technologies 
and distributed ledger technologies
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ISO/TC 307 - Blockchain and distributed ledger technologies

WG 1

WG 2

JWG 4

WG 3

WG 5

WG 6

SG 7

Foundations
ISO/FDIS 22739 Terminology
ISO/WD TS 23258 Taxonomy and Ontology
ISO/CD 23257.3 Reference architecture
ISO/NP TR 23578 Discovery issues related to interoperability

Security, privacy and identity
ISO/PRF TR 23244 Overview of privacy and personally identifiable information (PII)
ISO/CD TR 23245.2 Security risks and vulnerabilities
ISO/NP TR 23246 Overview of identity management using blockchain and distributed ledger technologies
ISO/CD TR 23576 Security of digital asset custodians

Joint ISO/TC 307 - ISO/IEC JTC 1/SC 27 WG: Blockchain and distributed ledger technologies and IT Security techniques
ISO/NP TR XXXXX Overview of existing identity management using blockchain and distributed ledger technologies

Smart contracts and their applications
ISO/TR 23455 Overview of and interactions between smart contracts in blockchain and distributed ledger technology systems
ISO/AWI TS 23259 Legally binding smart contracts

Governance
ISO/NP TS 23635 Guidelines for governance

Use cases
ISO/CD TR 3242

Interoperability of blockchain and distributed ledger technology systems
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W3C

DID

VC

WebID

WebID-OIDC

WebACL

LDP

RDF

JSON-LD

Decentralized Identifiers - Self-sovereign identifiers

Verifiable Claims - A standard way to express claims on the Web

Web Identity and Discovery - Provides globally unique, dereferenceable identifiers

Extends Open ID Connect to support WebID’s

Access Control Lists for web-based resources, e.g. user profiles, segments within them, or individual data items

Linked Data Platform - Platform to allow reading and writing of data on the Web

Web-native abstract data model allowing for data integration and independent extension [Resource Description Framework]

Serialization of RDF as JSON

OTHER

OpenID OpenID Connect - Identity layer on top of OAuth 2.0

IETF
IETF

OAuth 2.0 - Authorization framework
JSON Web Tokens - For representing claims to be transferred between two parties

Schema.org Google, Microsoft, Yahoo and Yandex (http://schema.org) –De-facto vocabulary for describing ‘things’ of interest to search 
engines, expressed as RDF
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ISO/IEC JTC 1/SC 37 - Biometrics

WG 1

WG 2

WG 3

WG 4

WG 5

WG 6

Harmonized biometric vocabulary

Biometric technical interfaces

Biometric data interchange formats

Technical Implementation of Biometric Systems

Biometric testing and reporting

Cross-Jurisdictional and Societal Aspects of Biometrics
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ISO/IEC JTC1 SC 27 - IT Security techniques

WG 1

WG 2

WG 3

WG 4

WG 5

AG 1

SG 1

SWG-T

Transversal Items

Cryptography and security mechanisms

Security evaluation, testing and specification

Security controls and services

Identity management and privacy technologies

Management Advisory Group

Data security

Information security management systems
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NATIONAL INSTITUTE OF STANDARDS AND TECHNOLGY (NIST)

SP 800-63-3

SP 800-63-A

SP 800-63-B

SP 800-63-C

IR 8202

NIST.CSWP.01142020

ANSI/NIST-ITL

NIST IR 7151

NIST IR 8173

….

Digital Identity Guidelines

Enrollment and Identity Proofing

Authentication and Lifecycle Management

Federation and Assertions

Blockchain Technology Overview

A Taxonomic Approach to Understanding Emerging 
Blockchain Identity Management Systems

Data Format for the Interchange of Fingerprint, Facial & 
Other Biometric Information
(used by INTERPOL, RCMP, EU, DOD, FBI, and others)

NIST Fingerprint Image Quality (NFIQ)

Face In Video Evaluation (FIVE) Face Recognition of 
Non-Cooperative Subjects

Many others


