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Network sharing sustainability

Current situation

@ Unclear ARPU increment for 5G deployments
@ Concentration of costs in the RAN
@ Need for cutting CAPEX/OPEX costs

RAN sharing as a promising solution

@ Increase competitiveness
@ Attract new players (OTT SP, verticals, private networks...)
@ Virtualization + Open market & interfaces (O-RAN)

Challenges

@ Sharing resources with ‘untrusted’ parties

© Monitoring and reliability of measurements

v
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How blockchain can help?

Blockchain for autonomous network management

@ Key properties: Immutability, decentralization, transparency

© Removes the need for costly intermediaries

© Automation of the network management and operation
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O-RAN basics

O-RAN characteristics
@ Disaggregation of the gNB (similar to what 3GPP proposes)

@ Openness (open interfaces)

@ Intelligence (xApps/rApps)

O-RAN components [2]

e SMO (manag. & orch.)

e O-CU (centralized unit)

e O-DU (distributed unit)
O-RU (radio unit)

RIC (intelligent controller)

(]
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Blockchain for O-RAN

Existing literature

@ O-RAN-based architecture to conduct zero-trust mutual
authentication with specialized hardware [3]

o Currently being discussed in O-RAN’s Security Focus Group (SFG)
e Blockchain-enabled resource sharing in 5G/6G [4, 5]
e Slice brokering [6, 7]

e We focus on RAN sharing and apply blockchain to automate,
accelerate, and secure the trade of resources

o We extend O-RAN arch. to automate the RAN sharing use case

e We focus on network’s performance
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O-RAN centralized unit (O-CU):
RRC, SDAP, PDCP

System management
and orchestration (SMO):
O&M, FCAPS, RIC

O-RAN decentralized unit (O-DU):
RLC, MAC, PHY-high layers of gNB

\ RAN intelligent controller (RIC):

Non-RT + Near-RT operations

_ O-RAN radio unit (O-RU):

oRU, ——— PHYow layers of gNB (RF processing)
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Blockchain-enabled O-RAN Architecture

Site operator i
Site operator j
[ Shared infr. in site 1

Giupponi & Wilhelmi (CTTC)
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—— Proposed BC elements/interfaces
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RAN sharing mechanisms

Marketplace-oriented

Results Conclusions
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Auction-based

[e]

o Published offers o Bidding system
o Low flexibility e High flexibility
o High efficiency @ Poor scalability
o Low overhead e High overhead
) ) :3) )
Giupponi & Wilhelmi (CTTC) Hyperledger Telecom SIG April, 2022

11 / 20



Introduction

Architecture Results
[e]e} 0000080 000
Operator i Operator j
BC
[0-RAN'site | | Cloud | | Orch.i | |Brokeri| Broker j Orch.j | nearRTRIC —O-RAN site j
i I i I I i i i i
[ Setup
Decid
Admission | SC service SC service request —‘ seeril\cz
control request
Accept/
Reject
Bid Bid -
llect !
e collection )
Auction
Notify auction winner resolution
Create Inst SC (winner Op. i)
O-CU | Instantiate| ¢ request
(VNF1) |«
Create
0-DU
(NF2) | Notiy instantiation
|
End of service
Charging
Enforce SC
) Accept/
Charging rejeé’l
P t
Payment aymen
Giupponi & Wilhelmi (CTTC) Hyperledger Telecom SIG

April, 2022

Conclusions
o]

12 / 20



Introduction

Architecture Results Conclusions
(e} O00000e [e]e]e} [e]
Operator i Operator j
BC Marketplace
Brokerj| | Orch.j | |nearRTRIC | |O-RANsite]
T T i i i i
Setup
Pull offers ‘
Select off
Admission | SC service SC service request —‘ e
control | request
Accept/
Reject | Accept/
Reject
Create request
ooy | nstantiate
(VNF1)
Create
0-DU
(VNF2)
Notify
ing ref. 0-RAN.WG1.Use-Cases-Detailed: 05.00 ‘

Performanch
monitoring
Schedule ]
update

Update service request

Update |  Update SC
Admission | SC
¢ |
control
Accept/
Reieet | o,

Giupponi & Wilhelmi (CTTC) Hyperledger Telecom SIG April, 2022 13 / 20



@ Introduction

© Architectural Framework
© Results

@ Conclusions



Introduction Architecture Results Conclusions
[o]e] 0000000 @00 [e]

Simulation scenario

@ Random cellular deployment:2

e 19 APs / 200 users
@ 200 users

M = [2, 4, 8] MNOs/MVNOs
Generic PoW-based blockchain
Legacy vs Auction & Marketplace

Metrics:

@ Network: capacity utilization (C),
user satisfaction (5), efficiency (E)

y [meters]

0
0
10

Sn(t) =1 —exp (—K - by - pf)
x [meters]

K: normalizing constant

by, : resources allocated to user n

pn: price paid by n

¢ & &: sensitivity to service/price

(user profile)

Figure 1: Random deployment

@ Blockchain: delay, overhead

1
Custom Matlab implementation of the network and sharing mechanisms:
https://github.com/fwilhelmi/blockchain_enabled_ran_architecture (open access)
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Queue model

@ Proposed in [§]
@ Complete framework in [8] and [9]

@ Matlab implementation: https:
//bitbucket.org/francesc_wilhelmi/
model_blockchain_delay/src/master/

Queue simulator
@ Written in C/C++

Introduced in [8] for validation purposes

Fast and reliable queue execution

® 6 o

Source code:
https://github.com/fwilhelmi/batch_
service_queue_simulator
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Blockchain delay characterization

o Performance improvements

@ Blockchain overheads

e A use case: MNO vs MVNO [10]

‘ Static Auction Marketplace

Capacity (M=2)
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@ Blockchain-based methods allow

leveraging network resources
@ New business opportunities
@ Economic sustainability
@ Auction: higher efficiency
(more flexibility)

@ Marketplace: higher capacity
@ Limited offers (e.g., 10 MHz/h
per site)
@ Faster response to new UE
requests
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Blockchain delay characterization

@ Performance improvements
e Blockchain overheads

e A use case: MNO vs MVNO [10]
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Blockchain delay characterization

@ Performance improvements
@ Blockchain overheads

e A use case: MNO vs MVNO [10]

Two settings:
e Ownership: 100-0

e Ownership: 50-50
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Blockchain delay characterization

@ Performance improvements
@ Blockchain overheads

e A use case: MNO vs MVNO [10]

‘—E—Agg. UE capacity —&—Mean UE satisfaction - -<- Mean BS load TWO SettlngS:
e Ownership: 100-0
e Ownership: 50-50
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Challenges & Opportunities

Opportunities

@ Automated management: remove long interactions with third parties

@ Resources efficiency: higher network capacity, more coverage, and improved users’
satisfaction

@ Competitiveness: attract more investments in the network

@ Auditablity: improved trust and transparency in RAN sharing

V.

Challenges

@ Communication overhead: accurate short-term requests vs long-term fixed
contracts

@ Transaction confirmation latency: the distribution of information across the
blockchain adds delay for instantiating RAN functions

@ Stability: the stability of a blockchain is strongly tied to the network consensus and
game-theoretical aspects may motivate selfish behaviors

@ Scalability: an increase in the number of blockchain users and transactions can
represent both a communication and a storage issue

N,
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Any questions?

Francesc Wilhelmi, Ph.D.
fwilhelmiQ@cttc.cat
Centre Tecnologic de Telecomunicacions de Catalunya (CTTC)
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