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Bloxberg

• Proof of Authority Blockchain
• Compatible to Ethereum
• Initiated by Max Planck Society
• Established 2019
• Founders:
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Bloxberg Association

• Munich based association under German law
• Supports the bloxberg blockchain
• Established in 2022 on Cyprus
• Members:
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Use-cases

• KnowLeger
• INPTDAT - The Data Platform For Plasma 

Technology
• The BISE Student Platform
• BarterMachine
• MatLab Integration
• Peer View Aggregation
• Seafile Integration
• SAIRA
• Student Voting System
• Keeper
• ECERT
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ECERT

GDPR-Compliant Long-Term
Verification of Academic Titles

using Blockchain
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Academic Titles are Easy to Forge

Scanned certificates can be edited
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Requirements

Credential needs to be verifiable
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Requirements

Credential needs to be revocable
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Requirements

Credential needs to remain verifiable,
when the institution no longer exists
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Requirements

Revocation needs to remain visible,
when the institution no longer exists
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Credential issuing institution

Trust

Credential verifier

No trust in
the claim

Trust in the confirmation of the institution
Is there a justification

to provide that information?

Autonomous
automation
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How to Secure a University Degree?

Server of the 
University of Geneva

Qualified electronic Seal

Requirements
• Durability
• Security
• Autonomy
• Ergonomy
• Automation
• Legal Recognition
• Data Protection
• Revocability
• Integretability

Validation through a 
server is only 
possible, as long as 
the server is running.

Privacy concerns 
because of tracking.

Revocation of an 
individual electronic 
seal is not possible.

Certificates expire.

Blockchains are 
highly immutable.
If blockchain is 
outdated, migration 
needs to be possible.
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Combination of 3 Verification Techniques

Verification through a server of the 
University of Geneva, which also double-

checks against the Blockchain

Hash-value on
bloxberg Blockchain

Verification of
electronic seal

Direct verification
against the blockchain

Electronic
Seal

Hash-
value

Scanned Diploma

Diploma 
data Generated Diploma
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Why this combination?
Why not Self-Sovereign Identity (SSI) wallets?

•Blockchain alone does not prove authenticity
•Qualified electronic seal is not revocable and needs 

constant time stamping
•No wallet requirement for students
•Optimized for privacy
• Reduced risk of tracking
• Can only be verified with a copy of the diploma
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Sharing of One Smart Contract

Synergies
• Cross-verification
• Common migration 

development
• Common governance

Smart Contract

API1 API2

Website B

Website A

Website C
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Shouldn’t the revocation be stored off-chain?

…
….

…
Revocation

…
…

Revocation list

revocation
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Verification possibilities

The Proof of Concept offers 5 different ways 
to verify a diploma
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Web-based verification

The web-app offers 3 ways
to verify a diploma:
• Using the ID
• Using the ID+data
• Using the original file
Also verification of diplomas of other universities
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Verification result

A verified 
diploma

Verifications of diplomas from other 
universities do not show the details 
of the diploma!
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Thank you for your attention! Question?


