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Blockchain and Cyber Security Technology Development

Blockchain Application Development

Blockchain Technology Services (Ethereum & Hyperledger)

Advisory and Consultancy Services




Other use cases-10OT, Finance

10T Device Firmware Upgrades

Over the Air (OTA) firmware upgrades are
open to attacks and the time taken for data
transfer is considerably higher.

To make the process more robust, the server
side of the OTA update is replaced with a
modular, distributed, and layered
architecture that uses a DLT framework of S-
Blox to validate and send firmware updates.

Loan Management System

A complete ecosystem for retail lending which
simplify the entire lending process, reduces
human/redundant touch points, provide
increased efficiencies and ease of access to
lenders.

ﬂnplified & Automated Lending Solution \
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* Income Recognition
* Asset Management
* Provisioning

* Asset Classification

* Reports

* NPA Management

+ Late Payment Handl

Interactive Collections
Automated _ Recovery
Settlement Module

Process

Decision
Engine

Documentation
Process/Onboarding
Auto generation
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Other use cases-based on tokenization

Vaccine
Passport

Get Started

SIGNUP LOGIN

2 R k)

https://youtu.be/CNVPAGsSwdY

SureTokenizer

Fine Art Tokenization
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https://youtu.be/u9yQK_QGg2|



COUNTERFEIT DRUGS — GLOBAL STATISTICS

(According to WHO)

£420 BILLION / YEAR 10 - 15%
Global Pharmaceutical Global Pharmaceuticals are

marketplace counterfeit

£60 BILLION / YEAR 20 - 40%

Counterfeit Drugs in some
Global loss to Pharmaceuticals J

_ o areas of Africa, Asia, Eastern
from counterfeit medicines

Europe, and South America

 50% of illicit online pharmacies in the USA are selling counterfeit medicines




Quality
Control
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Raw Supply
Materials

Transport

PHARMACEUTICAL SUPPLY CHAIN CHALLENGES

N Customer

I

Manufacturer Packing

Pharmaceutical
Company

= Visibility of entire
supply chain data

= Traceability of
drugs post

manufacture

g Distributor Delivery

= Theftor
manipulation of
shipment during

delivery

= Multiple documents/

paperwork.

= Visibility of entire

supply chain data

= Traceability of the
drugs post

distribution

»
>

e Customer

R Customer

= Traceability of

legitimate drugs

= Fulfilment of
orders by

distributor

= Visibility of entire

supply chain data

» Record of drugs
dispensed to

customer

= Confirm
Authenticity of
Pharmaceutical

Drug



PHARMACHAIN

HOW BLOCKCHAIN TECHNOLOGY CAN COMBAT

THE COUNTERFEIT DRUGS TRADE


https://www.communautique.quebec/portfolio-items/technologies-de-confiance-blockchain-innovation-ouverte-gouvernance-numerique/
https://creativecommons.org/licenses/by/3.0/

BLOCKCHAIN TECHNOLOGY FEATURES

PERMISSONED ARCHITECTURE

ROBUST SECURITY

HIGH PERFORMANCE &
THROUGHPUT

COMPLIANT WITH STANDARDS

UNIQUE CRYPTOGRAPHY

SUPPORT BLOCKCHAIN
INTEROPERABILITY

CUSTOMISABLE & CONFIGURABLE



PHARMACHAIN

MANUFACTURE/

— BLOCKCHAIN SOLUTION

» Manufacturer License

» Records of Raw Materials,
Intermediates, API Labeling

= Batch Production Record
Review

» Order details

= Shipment details

= |nvoice

DISTRIBUTOR/
®

Distributor License
Order detail
Shipment details
Purchase Order
Goods receipt

Invoice

RETAILER/
®

Retailer license

Purchase Order

Goods receipt

= Dispensing record

CONSUMER

BLOCKCHAIN



PRODUCT ID: 000129673 Batch of drugs

Onford-Manufacturer Warehouse Address Watford-Distributor London Retailer
Dispached: 20th April Arrived: 22" April Arrived: 30" April Arrived: 5t May
Dispached: 27t April Dispached: 4" Mayl

Authentic Drug

Product id: 000129673
Country of origin: UK
Mfg date: 10" April 2019
Exp date: 9t April 2021
Batch Number: 296

Quality Checking Certificate
avallable

Purchase order

Order confirmation email was sent
to Dina (dina@gmail.com).




PHARMACHAIN - SCAN QR CODE FOR DATA

QR CODE QR CODE

v’ Legitimate Drug

X Fake Drug
PHARMACHAIN



FMD & DSCSA

Pharmaceutical companies, Contract Manufacturers or repackaging companies face many difficulties
when working to meet the traceability requirements from different countries, and they face significant

challenges in order to comply with those regulations without spending too much time and resources.

USA-Drug Supply Chain Security Act (DSCSA)

https://www.fda.qgov/drugs/drug-supply-chain-inteqgrity/drug-supply-chain-security-act-dscsa

The DSCSA mandates collection of the following data:
Serial Number (no randomization required), the Lot Number where the product originated, the

expiration date, and the National Drug Code (NDC) Number.

EU-The Falsified Medicines Directive(FMD)

https://ec.europa.eu/health/human-use/falsified medicines en

The FMD requires the collection of the following data:
Product Code, Drug Registration Number, Lot Number, Expiration Date, and the Randomized and

Unique Serial Numbers.


https://www.fda.gov/drugs/drug-supply-chain-integrity/drug-supply-chain-security-act-dscsa
https://ec.europa.eu/health/human-use/falsified_medicines_en
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http://tecnoinnovador.com/2016/02/20/inversion-e-impacto-blockchain-se-vislumbraran-en-18-meses/blockchain-a-uuhq/
https://creativecommons.org/licenses/by-sa/3.0/

Documents ~

Manufacturer License

Distributor License
Pharmacy License
Batch Details

Shipment Details

Company name *

Company Address *

Email ID *

Type of actor*

License to upload:*

Password *

Confirm Password *

aderis@123.com

Create an account

* required field

® Manufacturer | @ Distributor

[ choose File | N file chosen

[IShow Password

| B myfile (6).pdf X B - O X

O @ D | filey///C:/Users/d_chi/Downloads/myl Y¢ = L =

of 1

® Retailer

Shipment Details

Batch number: 10

Consignment number: 111

Product name: paracetamol
Package size: 40

Distributor name: Anuj

Transporter name: Sam

Vehicle reg number: 89707

Date of dispatch: 2020-01-03
Submitted on: 2020-01-07 09:32:13

PHARMACHAIN - Product screenshots

Supply Chain

Manufacturer

Distributor

Pharmacy

customer

Supply Chain

=

Manufacturer

Distributor

e

Pharmacy
@)

customer

Documents ¥ Add New Batch  Add New Shipment  Track

Batch number *

Product name *

Batch Mfg Date *

Batch Exp Date *

Batch Package date *

Batch quantity *

Batch weight *

Batch form

10

paracetamol

09/09/2019

19/05/2022

20/12/2019

40

Documents ¥ Add New Batch  Add New Shipment  Track

Consignment
number

222
333
44
555
666
777

888

Pdf file

Manufacturer View | Log out

Kg

Manufacturer View | Log out

PHARMACHAIN



PHARMACHAIN - Distributor page

Supply Chain

Manufacturer

Distributor

Ef

Pharmacy
~7)

customer

Supply Chain

Manufacturer

Distributor

Pharmacy
( ]

customer

Documents ¥ Accept shipment

Add New Shipment  Track

Consignment
number

11

Batch number

10

Documents ¥ Accept shipment  Track

Consignment
number

111
3333
44
66
786
876
213123

222

Pdf file

Accept
shipment

Accept

Distributor View | lLog out Supply Chain Documents ¥ Accept shipment

Manufacturer
i

Batch number

Consignment Number

= Product name
Distributor

mﬁ Package size

shaal

Retailer name

Pharmacy
)

Transporter Name
customer

Vehicle Reg Number

Date of Dispatch

Retailer View | Log out

Add New Shipment

paracetamol

40

dina

6754

10/01/2020

Track

Distributor View | Log out:

PHARMACHAIN



PHARMACHAIN - Tracking page

10
Enter batch number * 1d
Manufactured By Aderis

Track N . . — - = —
- 85 Main Street Hopkinton, MA 01748 United States

Distributed By Anuj
Hatfield
Retailer Dina

London

PHARMACHAIN
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